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Abstract

This study investigates the possibilities for applying inverse optimization to an integer pro-
gram and two integer programming games. The current inverse optimization methods for
combinatorial optimization problems focus on learning the payoffs of instances. X exten-
sions to these methods were developed. First, the current methods were adjusted to also
learn with weights of instances. Secondly, existing methods were applied to new problems
with new structures. Finally, all combinations of these applications were explored and com-
pared. Numerical analyses demonstrate the resources required for different tasks and the
impact of two different inverse optimization goals.

Keywords: Combinatorial optimization, Inverse optimization, Integer programming games,
Knapsack problem, Knapsack packing game, Critical node game
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Chapter 1

Introduction

The field of optimisation is generally concerned with trying to solve problems by modelling
them and applying mathematical methods to solve those problems. These problems are
very often connected to real-world problems related to resource allocation or planning. A
general way to describe problems where you can only work with whole (integer) things are
integer programs (IPs). Integer programs can be used to model the routes of garbage trucks
and delivery trucks in order to minimise the driving time, determine the time tables of a
university such that students do not have 8 hours of lectures in a single day or decide how
much of each type of fruit a store should order for the next week in order to minimise waste.

Integer programming games (IPGs) extend (IPs) to problems with multiple independent de-
cision makers, often called players. These players are assumed to be playing simultaneously
while acting rationally, with complete information of the problem and trying to get the best
result for themselves (non-cooperative) [27]. IPGs can be used to model the cat-and-mouse
game of attackers and defenders of a server network where the goal of the defender is to
keep the network running at minimal cost [17], project planning of competing companies
where the choices of the competition impacts your own profitability [9] and coordinating
international organ transplants by making it beneficial for all parties to share all possible
patients [3, 4]. In all of these cases, the challenge is to try to find strategies for all the play-
ers with which they are all satisfied. Solving IPGs requires finding stable solutions where it
is not feasible for players to change their strategy in order to gain an advantage. Finding
stable solutions for the IPGs I will consider in this thesis currently requires solving individual
problems of players repeatedly until either an equilibrium is found or no possible solutions
are left over.

Inverse optimisation is a method for learning information about an optimisation problem
by observing solutions to variations of a problem with some of its characteristics [23]. This
can be useful to determine how a problem should be adjusted to obtain different results,
or to determine the constraints of a problem or its objective function. For example, inverse
optimisation can be used to change the usage of a road network. Imagine the roads in a
major city and their usage. If you know their usage and the time it takes to drive certain
routes, inverse optimisation can be used to look for the changes required to the driving
times in order to change the usage of specific roads. For instance, the speed limit could be
lowered or traffic lights could be added to make a certain route more costly to use.

Inverse optimisation has recently been applied to a location selection IPG [13], to determine
a small number of parameters essential for the payoff function and there is also quite some
literature on applying inverse optimisation tolPs ([36, 24, 32]). For IPGs, inverse optimisa-
tion could be used to learn the payoffs of players or their constraints when deciding their

Inverse Optimisation of Integer Programming Games 1



CHAPTER 1. INTRODUCTION

strategies. Inverse optimisation can also be used to determine how payoffs or constraints
should be changed in order to make non-cooperative players work for the common good
by alligning it with their own goals.

1.1 Problem Definition

The work on applying inverse optimisation to IPGs has so far been limited to problems with
a low number of parameters and a low number of observations. The most recent work
looks at the Location Selection Game, which has 1 global parameter and 1 parameter per
player [13], and aims to learn these payoff parameters. What happens in case of problems
with a higher number of parameters per player, like the classical Knapsack Problem, the
Knapsack Packing Game and the Critical Node Game? This is the focus of my research. I will
be investigating how we can learn about these problems, what we can learn and what the
limits are.

1.2 Research Questions

To guide my research into inverse optimisation of integer programming games and to de-
termine the scope, the guiding research question for this thesis is:

RQ: How can inverse optimisation be applied to integer programming games with a
high number of parameters?

There is already a method for inverse optimisation for integer programming games [13],
but it focuses on instance parameters. There is also a method for learning player charac-
teristics [36], but this is made for integer programs. Can these method be applied to learn
player characteristics of integer programming games? This is the main question of my the-
sis. For structuring my research, I further specified the main research question with four
subquestions.

SQ1: Can inverse optimisation be applied to integer programs with a high number of
parameters?

Solving the problem of inverse optimising IPGs will require solving the same problem for a
single player, which is an integer program. For a method to be successful for IPGs, it will
also have to be able to solve integer programs. Thus, the first step is to see how well the
method from [36] works if the number of parameters increases.

SQ2: Which inverse optimisation methods can be applied to integer programming
games?

It might be the case that some methods from SQ1 are somehow not suited for IPGs. I will
apply the methods of [36] and [13] to see if they both work for (new types of) integer pro-
gramming games.

SQ3: How can inverse optimisation be applied to specific integer programming games
with a high number of parameters?

To see if the methods which result from SQ2 work on integer programming games with
a high number of parameters, I chose two problems with those characteristics. The first
problem is the knapsack packing game which has a high number of parameters per player
and is based on the classic knapsack problem. The second problem is the critical node game,
where the two players are competing and the outcome for both players is intertwined with
a complete interaction matrix.

2 Inverse Optimisation of Integer Programming Games



CHAPTER 1. INTRODUCTION

SQ4: Are these methods effective on practical instances of the specific integer pro-
gramming games?

Once the methods show promise, I will evaluate their performance, both in terms of accu-
racy as well as in computation time, to determine if these methods can be used on problems
with a level of complexity that makes them interesting in practice.

1.3 Preliminaries

I will be using the following conventions in the equations and definitions, with vectors
a,b,z € R® ¢ € R™ and matrix A € R™*";

* ab=a-b € R denotes the dot product of two vectors, resulting in >_""_; a;b;;

* a ®b € R™ denotes the element-wise multiplication of the two vectors, resulting in

[a1 % b1, ..., an * byl;
* a+b € R™ denotes the element-wise addition of two vectors, resulting in [a; +b1, . . ., an+
bnl;

* Y a=>",a; € Rdenotes the sum of the values of vector q;
+ Az = A -z € R™ denotes a standard matrix multiplication and results in a vector;

* A comparison between two vectors Az € R™ and ¢ € R™, like Az < ¢, always compares
the elements of the vectors, so (Az); < ¢;,Vi € {1,...,m}.

1.3.1 Integer Programming

Alinear program (LP) is a type of optimisation problem where the goal is to optimise a linear
objective function f(x) over a convex feasible set X. Integer program (IPs) are a variant of
LPs, where all variables are restricted to integers. It is also possible to apply combine integer
and real valued variables in a single program, this is called a mixed integer program (MIP).
In this thesis, I will focus on IP problems, but some of the solution methods add additional
variables which turn the IP into a MIP.

Definition 1. Integer Program (IP)
An IP is an optimisation problem that can be described as

mgx{f(m) s Ax <b,x €Z"}

where f(x) : Z™ — R is the objective or payoff function and the matrix A € Z™*" together
with the vector b € Z™ form the constraints.

Ideally, the result of solving an IP is an optimal solution with a finite value for the objective
f(x). However, depending on the constraints A and b, an IP can also have no valid solutions
or an unbounded solution. Any IP with a bounded feasible set X = {z € Z" : Az < b} has
a finite number of feasible solutions = € X. Since there is a finite number of solutions, the
problem has an optimal solution = argmax,, f(z) aslong as the feasible set is not empty,
i.e. X # 0 [26].

Inverse Optimisation of Integer Programming Games 3
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1.3.2 Solving Integer Programs

A simple method for finding the optimal solution is calculating f(x) (usually of the form
px,p € Z") for every solution in the feasible set X [26]. Unfortunately, the size of the fea-
sible set generally increases exponentially with the number of variables of the IP, which
means this method also takes exponentially more time to solve as the number of variables
increases. In contrast, LPs can be solved in polynomial time using a randomised simplex al-
gorithm [25]. The simplex algorithm [15] uses the fact that if an LP has an optimal solution,
this solution will always be at an extreme vertex of the feasible set Y = {z e R : Az < b, }.
Extreme vertices are vertices where some of the constraints of A are exactly satisfied, so
a'z = b; for some of the rows {al, ..., a™} of the matrix A. The feasible set of an IP lacks this
attribute, so the simplex algorithm can not be applied to solve IPs.

The general method for solving IPs is by relaxing the integrality constraint of the IP, which
results in the LP relaxation [26]. This relaxed problem can be solved with the simplex algo-
rithm. If the result is also a feasible solution for the IP, then the (sub-)problem is solved.
If not, the result is used to separate the IP into sub-problems by excluding the infeasible
solution. This usually means forcing one of the non-integer variables to either round up or
down using a new constraint. The creation of sub-problems is usually implemented using
a Branch-and-Bound algorithm which finds upper and lower bounds for sub-problems of
the IP and uses this to find the optimal integer solution for the problem. A possible method
to create sub-problems is by taking one of variables which did not have an integer value
Z; € R and create one sub-problem with the additional constraint z; < |z;] and a second
sub-problem with the additional constraint x; > [z;]. More advanced methods add con-
straints on multiple variables at the same time. The state of the art methods for solving LPs
and IPs are combined and implemented in solver programs, like Gurobi [21]. In this the-
sis, I will be using the gurobipy Python package of the Gurobi solver to model and solve all
optimisation problems.

1.3.3 Knapsack Problem

The knapsack problem is one of the easiest NP-hard problems [26] and a very intuitive
example of an IP. It can model scenarios where you have to select a subset of elements out
alarger set under some constraint like capacity or time. Many problems related to planning
or assignment of limited resources can be modelled using the knapsack problem [28]. The
knapsack problem also often appears as a sub-problem of other N P-hard problems and is
a foundation of combinatorial optimisation.

Definition 2. Binary Knapsack Problem (KP)
A KP is an IP that can be described as

max{pz : wr < ¢,z € {0,1}"}
x

where n is the number of items, the vector p € N" is the payoff vector, the vector w € N™ is
the weights vector and ¢ € N is the capacity, usually defined as a fraction of the total weight
of all items " w.

KP is the standard version of the knapsack problem, see Table 1.1 for an example instance.
Written out in the KP format used above it would look like

max{lx; + 2x9 + 3x3 + 4xg + b5 + 624 :
221 + 2wo + 3wz + 314 + 45 + dxe < 5,2 € {0,1}"}
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Table 1.1: Example of a KP. For ¢ = 5, there are two optimal solutions: {0,1,0,1,0,0} and
{0,0,0,0,0,1}.

Item@ |1 2 3 4 5 6
Weight(w;) |2 2 3 3 4 4
Payoff(p) |1 2 3 4 5 6

. The length of this problem highlights the necessity of condensed notation for vector and
matrix multiplications. As noted before, KP is an N P-hard problem, but not all instances are
equally hard in practice. Instances where there is a high correlation between the payoff of
an item and their weight are harder to solve then those where the two are less correlated
[311.

There are many possible variations of the knapsack problem to model more complex prob-
lems [28]. For instance, the domain of z can be extended to allow the same item to be
chosen multiple times. This is called the Multiple-Choice Knapsack Problem. If an item can
be chosen an unlimited number of times, the problem turns into the Unbounded Knapsack
Problem. KP can also be extended by adding more knapsacks with capacities ¢, for the
Multiple Knapsack Problem.

1.4 Implementation

I implemented all problems and algorithms in this thesis using Python [19], the NumPy
package [22] and the Gurobi Python package gurobipy [21]. All code can be found in the
[PG-thesis Github repository. Iwill indicate relevant files for the implementation of problems
and methods. For example, KP is implemented in problems/knapsack_packing.py. All
files are assumed to be in the src folder unless stated otherwise. I used the R programming
language [35] and the tidyverse package [37] to generate all the graphs in this text. The code
to generate all the graphs can be found in P1lots.Rmd.

1.5 Outline

The upcoming chapters will serve to answer my research questions. In the next chapter, I will
review the literature on inverse optimisation and integer programming games to establish
the building blocks for the later chapters. In Chapter 3, I will investigate inverse optimisa-
tion on integer programs with a high number of parameters and in Chapter 4 I will do the
same for integer programming games. Chapter 5 contains my conclusions and summarised
answers to my research questions together with my thoughts about future steps.

Inverse Optimisation of Integer Programming Games 5
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Chapter 2

Literature Review

In this chapter, I will introduce the two building blocks of my thesis: integer programming
games (IPGs) and inverse optimisation. For each, I will introduce the concept together with
a mathematical definition as well as concrete problems, which will come back in the next
chapters.

2.1 Integer Programming Games

IPs have a single decision-maker solving a single problem. If a problem involves n decision-
makers who have to make decisions which affect each other, we can still model this as an
IP if the decision makers are willing to cooperate. Let the operator (-)! represent the i-th
component of (-). The operator (-)~¢ is the inverse of (-) and represents the elements of (-)
excluding the i-th component. Each decision makeri € {1,...,n} has alinear payoff function
fi(at, 2™ Zzm x Z(=Y*m _ R and a feasible set X' = {2 € Z™ : A2’ < b'}, where m is
the number of decision variables and matrix A € Z**™ together with vector v’ € Z*: form
k; linear constraints for decision-maker i. Let z = {z!,...,2"} be the combined strategies
of all decision-makers, where x € X = {X!,..., A"}. Then, we can combine the problems of
all decision-makers into a single IP

mgx{zn: f@', o™z e &Y.
i=1

However, what if the decision-makers are not cooperative? This is where IPGs come in. IPGs
extend IPs to allow for multiple independent decision-makers, often called players. IPGs
were first introduced in [27] and can be used to solve games where each player only cares
about their own outcome, which usually means maximising their own objective function.
They have been used to model a wide range of problems, like kidney exchange programs
[3, 4], knapsack packing games [18], network formation games [18] and critical node games
[17]. Like in the example above, the payoff functions of players in an IPG are connected,
which means that the optimal strategy of each player depends on the chosen strategies of
others. In the example above, the goal was to optimise the collective payoff function, butin
an IPG each player wants to have the best deal for themselves. In the IPGs I will consider, all
players choose their strategy simultaneously, meaning that they cant observe the actions
of their opponents [7]. Players also get complete information of payoffs and constraints [7].
The players in an IPG are:

6 Inverse Optimisation of Integer Programming Games
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* non-cooperative: players have payoff functions fi(x%, z—%) which depend on the actions
of other players with possible negative interactions; and

* rational: each players will maximise their own payoff function f(z*,2~%) and choose z*
accordingly [7].

Definition 3. Integer Programming Game (IPG)
An IPG is a simultaneous, non-cooperative game with complete information and rational
players where each player i € {1,...,n} solves the optimisation problem

max {f'(z',27) 2" € X'}, X'={a'cZ™: Az’ <D},
o

where m is the number of decision variables and matrix A* € Z**™ together with vector
bt € Z* form k; linear constraints for player i which define the feasible set X%. X? is assumed
to be finite, with lower and upper bounds for each variable. The payoff function fi(z%, 2~ :
7" x Z(n=hxm 4 R is the payoff of player i if they play ' € A" and their opponent(s) play(s)
ale X

The Nash equilibrium (NE) [30] is often used to define the solutions of IPGs [27]. In a NE, no
player can change their strategy and also increase their payoff fi(x?,2~%). In the simplest
version of the NE, each player has to decide on a single strategy. This is called a Pure Nash
Equilibrium.

Definition 4. Pure Nash equilibrium (PNE).
A PNE for an IPG is a vector of pure strategies z = {z!,...,z"} such that, for each player
i=1,...,n, o ‘ o ‘ . ‘

i@z > @t zTh), vite .

The PNE is not the only version of the NE. It is also possible to define a NE for distributions of
strategies, called a Mixed Nash Equilibrium (MNE). In an MNE, each player has to decideon a
mixed strategy o! € A(X?) which is a probability distribution over all possible strategies X*.
Finite IPG instances, like the types of IPGs I will be covering in this thesis, are not guaranteed
to have a PNE [8]. Calculating an MNE can only be done with specific methods and MNEa
are not very straight-forward to interpret [13]. Instead of using MNEa when dealing with
problem instances which lack a PNE, it is possible to relax the requirements of the PNE and
find an approximate NE [17].

Definition 5. Approximate Nash Equilibrium (®-NE). A ®-NE for an IPG is a vector of pure
strategies z = {#!,...,z"}, such that, for a given ® € R, and playersi=1,...,n,

fi@,z )+ o> fi(at,z7% Vate X'

The constant ® > 0 represents the maximum difference in payoffs between the chosen
strategy and any alternative strategy. If ® = 0, then the ®-NE is a PNE.

2.1.1 Solution Methods

Deciding if an IPGs has a PNE is Y_5-complete’ and if an equilibrium exists, computing it
is at least PPAD-hard? [9]. This is not surprising, as solving an IPG requires computing the

NP with NP oracle, meaning that an IPG is solvable in polynomial time using a nondeterministic Turing machine
with a nondeterministic oracle running in polynomial time.

2polynomial Parity Argument (Directed), a subclass of Total Function NP, which is a generalisation of NP using
functions.

Inverse Optimisation of Integer Programming Games 7
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responses of players, which are generally N P-hard IP problems themselves. Thus, there are
no truly efficient methods to find stable solutions. There are different approached possible
and so different solving methods have been developed. An overview of six methods can be
foundin [7], and these are summarised below. Figure 2.1 shows the general structure which
all IPG solving methods use. One of the main differences between methods is the types of
equilibria which they can compute. Some methods can only compute MNEa while others
only compute PNEa. A second difference lies is how they approach the set of feasible solu-
tions. Some methods start with an under-estimation and expand that (inner approximation)
while others start with an over-estimation and refine it (outer approximation).

- X Approximate ) Yes: improve X
< Initiate ' = § > C feasible set )

X
C Solve IPG on X >—m> Can X be improved?

No: z

C Nash equilibrium z >

Figure 2.1: General three phase process to compute Nash equilibria in IPGs [7].

MNE methods

The three methods which compute MNEa are the Sample Generation Method (SGM), the
Exhaustive Sample Generation Method (eSGM) and the Cut-and-Play (CnP) method [7].

* SGM: computes a MNE for IPGs with separable payoff functions and bounded feasible
sets. SGM samples a subset of pure strategies for each player as an approximation of
the IPG. In each iteration, the approximated IPG is solved and the approximate IPG is
updated based on possible profitable deviations for the players. This is repeated until
no player can deviate anymore [9].

+ eSGM: extension of SGM which is capable of computing all possible solutions if the IPG
only includes integer variables. eSGM will select the most probable equilibrium [14].

* CnP: computes a solution for non-convex IPGs with separable payoffs using outer ap-
proximation of the strategy sets of players in the form of a convex hull. Each iteration,
the approximated IPG is solved and the solution is checked for feasibility and stability,
the results of which are used to update the approximation. This is repeated until a
feasible and stable solution is found [6].

PNE methods

The three methods which compute PNEa are the Branching Method (BM), the Branch-and-
Prune (BnP) method and the Zero Regrets (ZR) method [7].

* BM: computes all PNEa in IPGs where the payoffs of players are continuously differen-
tiable and concave and their strategy sets are convex and integral. BM uses a branch-
ing method with relaxation to find tentative equilibria and these are checked for fea-
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sibility and stability. Results which are not feasible or stable are used to branch and
create sub-problems to solve further [33].

* BnP: extends BM by releasing some restrictions on the payoff functions of players and
by adding a pruning routine. BnP only needs feasible solutions to work, not tentative
equilibria like BM [34].

+ Zero Regrets: computes, selects and enumerate PNEa for IPGs with linearizable payoff
functions. Zero Regrets uses a cutting planes method to create an outer approximation
of the IPG by solving the IPG for all players and then computing the best response for
each player. All profitable responses are added as cutting planes and this is repeated
until no player has a profitable alternative response. See below for a more thorough
explanation of Zero Regrets [18].

Zero Regrets

The Zero Regrets (ZR) algorithm computes PNEa or ®-NEa for IPGs with the possibility to
enumerate over all equilibria and optimise over them. Zero Regrets limits the feasible set X,
which should be bounded and linear, by generating a set of equilibrium inequalities Q2. The
payoffs of players fi(z*,2=%) should be linearizable, meaning that any interaction between
players can be transformed into a linear interaction using additional variables.

To illustrate the functioning of Zero Regrets, I have included Figure 2.2, which gives a visual
overview of the algorithm. To start, the algorithm needs the objective functions f¢ of all
players, the set of equilibrium inequalities Q2 and the feasible set X = {x!,... A"}, Zero
Regrets first solves the master problem

max{» fi(z',27") 1z € Xst. Q} 2.1)

as if all players would be cooperative, by maximising = € X subject to the inequalities of Q.
If Problem 2.1 is infeasible (there is no solution possible), the IPG instance being solved has
no PNE [18]. If a candidate solution z is found, the equilibrium oracle then checks if there
are players which would change strategies by solving

m%x{fi(:vi,:i_i) cat e XY, (2.2)

for each player i, resulting in n partial solutions zi. If fi(2!,z7%) > fi(z%,z7%), the partial
solution improves the position of player ¢, thus Z can not be a PNE. In that case, the inequality
fi(@ha=%) < fi(xf, 27" is added to the set w. If |w| = 0 after checking all players, no player
was able to improve their position and z is a PNE. If not, all inequalities from w are added
to Q, limiting the solution space X s.t. Q and Equation 2.1 is solved again. This is repeated
until the joint problem becomes infeasible or z is concluded to be a PNE.

In order to compute ®-NEa, the update step for X includes the bound ® in the new con-
straints (f(2%, 27%) < fi(2%, 2~%) + ®). If the problem becomes infeasible, increase ® by 1 and
retry to solve it. To compute all PNEa, add a constraint which excludes z to X after a PNE
is found, note the PNE and repeat the algorithm. This will force Zero Regrets to find a new
PNE or conclude that that does not exists, terminating the algorithm. I implemented Zero
Regrets for the Knapsack Packing Game and the Critical Node Game. The implementation
can be found in the files where the problems are implemented.

Inverse Optimisation of Integer Programming Games 9
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CInitiaIise Q={0< 1}>
Q

Solve Equation 2.1 M» No PNE

Q z

for all players to

\ generate inequalities w)

Update Q with the
new inequalities w

] (" Solve Equation 2.2 N

w

+ True False
w e e

Figure 2.2: High-level representation of the Zero Regrets algorithm. This representation
does not include variables needed to make the objective function f¢ linear.

2.1.2 Knapsack Packing Game

The KP can be extended into an IPG, namely the Knapsack Packing Game (KPG) [9]. A smaller
limited version of the KPG was also presented in [5]. In the KPG, n players have to decide
which items they want to pick out of an offering of m items, represented by z* €™ for player
i € {1,...,n}. The payoff function f(z% 2~%) of the KPG introduces a relation between the
choices of the players. If two players i and & pick the same item j, then they each get an
additional payoff on top of p} and p}. This is called the interaction I € Z"*"*™ and player i
received I} ; while player k received If;. A player i has the payoff function

fat ) =pat Y (o)

k=1,k#i

where p' € N™ is the payoff vector of player i and ® denotes the element-wise multiplication
of two vectors, so for two vectors a, b. The constraints on the possible solutions =z are deter-
mined by the weight vector w? € N™ and capacity ¢! € N. Each player solves the optimisation
problem

max{f(z*,z7%) : w'a’ < 2" € {0,1}"}

't

for a given 27, but this already requires the strategies of other players.

Deciding if a KPG instance has a PNE is }_5-complete [18]. Instances with negative values in
the interaction matrix I are most likely to not have a PNE. All KPGs have a ®-NE, but without
useful guarantees for ®.

To solve a KPG instance using Zero Regrets, it is necessary to adjust the objective functions
fi. Zero Regrets requires that the summed objective function of all players is linear, and this
is not the case of KPG. To do this, we can replace any reference to 2! © z* with zi € {0,1}",
where z; . = 2} A2k Vi ke {1,...,n},i # k,Vj € {1,...,m}. Since z* and z* are both binary
vectors, the A operator can be constructed using linear constraints and is included in solvers
like Gurobi. See [2] for more information on how to make non-linear functions linear using
additional variables. The payoff function then becomes

f(xi,z):pixi—&— Z z,@[}C

k=1,k#i
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which is linear, as required by Zero Regrets. The implementation of KPG including Zero
Regrets can be found in problems/knapsack_packing_game.py.

2.1.3 Critical Node Game

The Critical Node Game (CNG) is an IPG with two players and asymmetric roles [17]. This
type of game can be used to model attack and defence strategies if there are distinct targets
which can be attacked or defended at different costs to the attacker and defender. While the
formulation of the Critical Node Game is focused on cloud networks of servers, the same
framework can be used in the defence of physical locations.

To model an instance of the CNG with n nodes, the defender controls the binary variables x
and the attacker controls the binary variables «. The defender defends anodei € {1,...,n}
if z; = 1 and the attacker attacks a node i if o; = 1. Every node has a weight associated with
defending it (w¢) or attacking it (w?) and the defender and attacker have resource limits
¢! € Nand ¢* € N. The defender has a payoff function f¢(z,a) : Z" x Z" — R which
represents the operational capacity of the nodes and the attacker has a payoff function
f*(a,z) : Z™ x Z™ — R which represents the disruption of the network. The game consists
of the defender solving

max{fe(z, ) : wlz < ¢,z € {0,1}"},
while the attacker is solving

max{f*(a,z) : w'a < c*, a € {0,1}"},

where w® € N* and w® € N,

What makes the CNG interesting to study next to the KPG is that the payoff functions of the
defender and the attacker depend on the interactions between their strategies. The basis
of the function is the payoff value p¢ for the defender and p¢ for the attacker for each node
i. However, this value is adjusted based on whether a node is attacked or not and defended
or not. For this, we will use four parameters 4,7,e and ~, all in range [0,1] and § < n <e. The
payoffs for an item i are as follows:

1. Normal operations (z; = 0 A a; = 0): The defender gets p¢ and the attacker loses ~p¢.
2. Successful attack (z; = 0 A o; = 1): The defender gets §p¢ and the attacker gets p¢.

3. Mitigated attack (z; = 1 Aa; = 1): The defender gets np¢ and the attacker gets (1 —7)p2.
4. Unchallenged defence (z; = 1 A o; = 0): The defender gets ¢p¢ and the attacker gets 0.

Table 2.1: Rewards table for defender (left) and attacker (right) for all four possible combi-
nations of strategies associated with each node i.

‘ a; =0 ‘ a; =1
;=0 pf —pf | op¢ pe
zi=1|epd 0 | npd (1—n)pf

See Table 2.1 for an interaction matrix between the different strategies and their resulting
payoffs. The objective function of the defender is

fiz,a) = pr((l —z;)(1 — o) + nrsoy +exi(1 — o) + 6(1 — z)ay) (2.3)

=1
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while the objective of the attacker is
Fienx) = pi (=1 —zi)(1 = i) + (1 = @) + (1 = n)wics). (2.4)
=1

In order to solve CNG using Zero Regrets, the interactions between = and a need to be made
linear. The clearest way to do this is to add four vectors of support variables, one for each
type of interaction. zy = -z A -, 26 = "z A, 2y = x A« and zy = z A -, where each
equality is checked on an element level in the same way as in the KPG subsection above.
With these additional variables, the objective function for the defender becomes

n
FUens 25,2, 20) = Y pHan +nau + ezu + 0zs)
=1

and the function for the attacker
FHan, 2, 20, 20) = 3D (—ven + 25 + (1= n)za).
=1

These two functions are linear, as required by Zero Regrets. The implementation of CNG
including Zero Regrets can be found in problems/critical_node_game. py.

2.2 Inverse optimisation

In integer programming, the goal is to solve the given problem by finding an optimal so-
lution using optimisation methods. With inverse optimisation, this goal is inverted. The
standard goal is, given an optimisation problem and a feasible, but not necessarily optimal,
solution z, to change the payoff vector p to make & an optimal solution to the optimisation
problem [1]. Solving this problem can allow us to learn what drives decisions, for example
to predict the movement of earthquakes, and can point to ways to adjust problems to make
current solutions optimal, like adjusting road networks to relieve stress on a part of it [23].
For a recent overview of the literature on inverse optimisation, see [12].

Iwill look at two different types of inverse optimisation in this thesis. The first type is inverse
optimisation on one problem instance with known payoffs, constraints and a target feasible
solution, very similar to [1, 36, 32] when looking at payoffs and [11, 20] when looking at con-
straints. I will call this adjustment single-observation inverse optimisation, in the literature
it is also called the single feasible object inverse problem [23]. The second type is inverse op-
timisation on a series of observations of similar problems where the parameter (vector) of
interest is kept constant, but other attributes of the problem vary [13, 29]. Here, the goal is
to reconstruct the parameter or vector of interest based on only very general information. I
will call this type reconstruction multi-observation inverse optimisation. This is a variant on
a problem which in the literature is called the multiple feasible set inverse problem [23].

In the two subsections below, I will use the basic payoff function f(x), with pz as concrete
function if that is relevant for the inverse optimisation objective. I will assume that the num-
ber of decision variables is always n. For the constraints, I will assume that the constraint of
interest is one row Ay in the constraint matrix A with a known b,. A_; then represents the
matrix A without row k& and b_,, represents the vector b without the k-th element.

12 Inverse Optimisation of Integer Programming Games
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2.2.1 Adjustment single-observation inverse optimisation

The adjustment single-observation inverse optimisation problem (ASOIOP) takes an in-
stance of an IP with a given payoff vector p, constraints A and b and a target feasible solution
Z. The targer solution is usually determined using a heuristic for the IP. The desired output
is an adjusted version of either the payoff vector p or (part of) the constraints matrix A which
differs as little as possible from the original, which makes the target solution & optimal.

When solving the ASOIOP on the payoff vector, the goal is to find a vector ¢ which solves the
optimisation problem

min{l|p — ¢| : & € argmax{qz : Az <b,x € Z"},q € N"}.
q T

When solving the ASOIOP on the constraints matrix, there is usually one key constraint of
interest and that constraints is the only one being optimised for. The goal is to find a vector
d which solves the optimisation problem

mdin{1|A;€ —d|: & € argmax{f(z) : A_gx < b_p,dx <bg,z € Z"},d € N'}.

In both of the formulations above, you can see that there are essentially two optimisation
problems in one. The first problem aims to minimise the change compared to the initial
vector/matrix, but solving this requires solving a secondary problem, namely checking if
is an optimal solution for these new parameters. Note also that the absolute value is taken
of the difference between two vectors in the objective function. Strictly speaking, this is not
a linear function. However, it can be made linear using a supporting vector.

2.2.2 Reconstruction multi-observation inverse optimisation

The reconstruction multi-observation inverse optimisation problem (RMOIOP) takes a set of
observations O from related IP instances, which can be interpreted as a sequence of plays
of a changing IP problem. Two possible changes are varying the payoffs and varying (a
part of) the constraints. These IP instances share an unknown payoff vector p or (a part of)
an unknown constraints matrix A and an optimal (PNE or ®-NE) solution #° is known for
each instance o € O. The desired output is a vector or matrix for which all given solutions
are optimal. Generally, it is beneficial to know the general magnitude M of the unknown
parameter, to provide scale to the inverse optimisation.

When solving the RMOIOP on the payoff vector, the goal is to find a vector ¢ which solves
the optimisation problem

min{ E qz’ — qi° : 2° € argmax{qr : A%z <V°,x € Z"}Vo € O,q € N"}.
q x
ocO

The main objective is to minimise the difference between the best possible solution for x°
and the known solution z°. Of course, once ° is optimal, gz° = ¢#° so qz° — q2° = 0. The
secondary objective is to solve the underlying IP with the new payoff vector ¢ to see what
the optimal solution payoff is. [29] contains a cutting plane algorithm for solving this prob-
lem with two different objectives: minimising the worst case max qz° — ¢#°Vz° € §°Vo € O
or minimising the summed differences ) ., max qz° — ¢i°Va® € S°.

When solving the RMOIOP on (a part of) the constraints matrix, the goal is to find a vector
d which solves the optimisation problem

rndin{l : 2% € argmax{f°(z°) : A_ga® < b_p,dz’ <bp,x° € Z"}Vo € O,d € N"}.
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The objective here is to find a constraint d which limits the feasible set X° of each in such a
way that £° is one of the optimal solutions for each problem.

2.2.3 Methods

Most of the inverse optimisation literature is focused on the first type of problem, ASOIOP.
[1] discusses the solutions to different problems, mostly for LP problems. [23] gives an
overview of different (local) inverse combinatorial optimisation problems and their best
known solutions. [24] shows that solving the ASOIOP for the knapsack problem with real-
valued payoff values is pseudo-polynomial (O(n?S?), where S = max{|w;| : Vi € {1,...,n}})
and so is the general ASOIOP of an IP with fixed number of constraints (O(n35%(mS)*™),
where S = max{|4;j|,|b:| : Vi € {1,...,n},Vj € {1,...,m}} and m is the number of con-
straints). Wang presents cutting plane algorithms for the ASOIOP on LPs and IPs, using
the dual problem [36]. [13] adapt Wang's method for IPGs and RMOIOP, specifically for a
location selection game.

[11] and [20] consider the problem of inverse optimisation of constraints for LPs. [11] fo-
cuses on the formulation of different problems without specific algorithms to solve them
and depends on the duality formulations of specific problems to solve them. [20] also con-
siders the case of dealing with multiple observations of different problems.

Wang's IP cutting plane method

Wang's cutting plane algorithm [36] for inverse optimisation of IPs solves the ASOIOP using
the duality of the IP. The algorithm starts with an empty approximate solution set S = 0
solves the master problem

min{llp—q|: ATy >q,qi>qz VZeS, y>0qgcR”ycR™} (2.5)
@y

resulting in a candidate solution ¢. The constraint ATy > ¢ is used in [36] to prove that this
problem can be converted to an equivalent linear program which terminates finitely with
an optimal solution. In the linear problem, ATy > ¢ guarantees that the adverse problem
is bounded from above and thus actually has an optimal solution. Experimentally, the con-
straint lowers the running time of the algorithm on KP instances. The adverse problem

max{qz : Ar < b,z € S} (2.6)

is solved using the candidate solution ¢, which results in a new solution z from the set of
feasible solutions S = {z € {0,1}" : Az < b}. If ¢ > qz, then & has become an optimal
solution and the problem is solved. q is the resulting payoff vector. If ¢ < ¢z, then z is
added to S and both problems are solved again. See Figure 2.3 for a visual representation.

Cronert’s IPG cutting plane method

Cronert’s IPG cutting plane algorithm [13] is inspired by the approach used in [36], specif-
ically the approach for inverse optimisation under the weighted L., norm. Like Wang's
method, this method builds an approximation S; in small steps instead of considering all
possible solutions S¢. The goal is to find the relevant parameters based on the choices of
players i € I for o € O observations of similar IPGs where the payoffs are kept constant. All
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C Initialise S = ¢ >
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C Solve Problem 2.5
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Figure 2.3: Visual representation of the algorithm proposed by Wang for inverse optimisa-
tion of IPs in [36].

solutions z¢ are either PNEa or ®-NEa. The master problem

i 02 : 02 > fi(z2,2°,) — fi(a2,3°,) 20 €S, Vieloc O 2.7
mqln{zz 3 Z—f(xl z ) f(xl xz Z) ‘/I;Z K3 ? o } ( )

—i
0€Q i=1

is solved on the given solutions, where the vector ¢’ is part of the objective function f. With
the resulting vectors ¢* for each player, the adverse problem

1 K3

m%x{fi(x‘-’ 7)) xf € 87} (2.8)

i

is solved for each player i € I and all observations o € O. The solutions to the subproblems
are then checked to see if any of them are not yet part of the relevant set S;. If so, the
relevant solution sets S; are updated to include these new solutions. See Figure 2.4 for a

visual representation.
Initialise S; =
0, Vi € I,Yo € O

S
Infeasibl :
< Solve Problem 2.7 w Impossible
S’ .
Add zf € Solve Problem 2.8
{z0 ¢ S;}to S Vi € I,Yo € O
z°

3

30 ¢ S _— gmin—
(70 ¢ &7} « True FE S False \_imises 5767

Figure 2.4: Visual representation of the algorithm proposed by Cronert for inverse optimi-
sation of IPGs in [13].
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2.3 Chapter conclusion

In this Chapter, I sketched the existing methods for inverse optimisation and the two prob-
lems I will be using to investigate inverse optimisation of IPGs. In the next Chapter, I will
develop and test methods for adjustment inverse optimisation of payoffs and constraints
and apply these to KP, KPG and CNG instances. I will be using and adapting Wang's and
Cronert's methods to suit the challenges of the different problem types.
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Adjustment single-observation
inverse optimisation

The goal of adjustment inverse optimisation is to adjust the payoffs or constraints of an
optimisation problem in such a way that a given target feasible solution to the optimisation
problem becomes the optimal solution. Wang’s method gives a starting point for this, but
it only deals with learning (parts of) the objective function [36]. Cronert’s method extends it
to IPGs, but again only for learning (parts of) the objective function and only on a problem
with one parameter per player plus one for the game [13]. In this section, I will investigate
the application of these two methods to the three problems I described earlier: KP, KPG and
CNG. For each, I will try to adjust the weights and the payoffs to make the target solution
optimal and see if there are instances where it is impossible to make the target solution
optimal.

In this chapter, I will sometimes refer to the relative absolute change (RAC), which is a mea-
sure of the numerical change between two vectors or matrices relative to their total value.
If the weights w are being adjusted for instance, the adjusted values are v. The RAC is then
defined as Y. | |w; — v;|/ >, w;. The mean RAC is just the mean of the RAC values of dif-
ferent samples and the RAC is presented like this in the results. In this chapter, this measure
is used to show the impact of different problem characteristics on the feasibility of adjust-
ment and the magnitude of the adjustments required to achieve an optimal or equilibrium
solution.

3.1 Inversing the Knapsack Problem

As a preparation for the KPG and to provide a performance reference for the KPG and CNG, I
decided to include KP as the first inverse optimisation problem. [32] considers the problem
of payoff adjustment, so I will include their results in the next Subsection as a benchmark.
For KP, the two vectors of interest are clear: the payoff vector p € N* and the weight vector
w € N™. In this section, Iwill apply and adapt Wang's method to solve the adjustment inverse
problem for both.
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3.1.1 Adjusting payoffs

How can we find a vector with minimal adjustment ¢ of the payoff vector p of a KP instance
to make a target solution & optimal? Wang's method [36] provides a general solution for
all IPs. [32] looks at this problem and considers two different distance measurements:
Ly : 3"  Jw; — v and Ly : max;{|w; — v;|}. For Lo, they provide a pseudo-polynomial
algorithm capable of dealing with instances of 100,000 items. For Ly, the authors consider
a bi-level approach similar to Wang's, but reject it due to its theoretical computational com-
plexity. They end up using a dynamic programming formulation of KP and implement it
using integer programming. However, they only solve instances with 80 items without cor-
relation, which leaves a lot of room for improvement.

I solved the payoff adjustment problem with n variables using Wang's method for a given
target solution & € {0,1}", payoffs p € N”, weights w € N™ and capacity ¢ € N using the
master problem

n
min{Z\pifq”:inqx VzeS, yow>gq, q€Zl,yeR}}
0.y

i=1

The master problem uses a dual problem constraint y ® w > ¢, which is also used in Wang's
method [36]. It guarantees the algorithm terminates and experimentally it reduces the run-
ning time of the algorithm significantly. The proposed vector ¢ is then tested using the
adverse problem

m;ix{qx cwr <e¢, x€{0,1}}

and the resulting solution z is added to the approximate solutions set S, if it was not already
part of the solutions set. For a visual overview of the algorithm, see Figure 2.3. Once the
adverse problem is unable to find a new solution z which is not yet part of S, then ¢ must
make z optimal since ¢i > ¢z based on the master problem. This same pattern is used in all
payoff adjustment sections.

Implementation For the problems in this section, the payoffs p € N are generated as an
integer uniform random vector with entries in the range [1,...,r]. The weights w € N™ are
generated as an integer uniform random vector conditional on p in the range [max(1,p —
[r/5]),...,min(r,p + [r/5])] so the maximum difference between the p; and w; of an item ¢
is equal to r/5. The capacity ¢ = 0.5) ;" , w; depends on the weights. These choices were
inspired by the experiment design in [32]. The RACis equal to """, |p; — ¢il/ > iy ai-

The target solutions & are generated using the greedy heuristic proposed in [16], where
items are ordered by their relative value p;/w;. The item with the highest relative value is
added each time until no items can be added anymore. The implementation of this sec-
tion can be found in methods/local_inverse_kp.py. The results were generated with
local_inverse_kp_results.py and can be found in Table A.1. Figure 3.1 is based on Table A.1.

Results Figure 3.1 contains the running times based on 30 samples for each combination
of parameters with problems generated with correlation. You can see that the mean running
times increase linearly with the number of items n and that the range of values r has almost
no effect. We can measure the required change to make % optimal using the mean RAC.
The mean RAC for each set of instances was less than or equal to 0.002 for all combinations.
Thus, the vector p changed 0.2% or less to make & optimal.

To compare, I also implemented the dynamic algorithm proposed by [32]. Solving an in-
stance with n = 25 and » = 100 took 15 seconds while my adaptation of Wang's method
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Figure 3.1: Running times of KP payoff adjustment over 30 samples.

solved it in 0.2 seconds. My implementation of their dynamic method is likely to be less effi-
cient than theirs, since they solve instances with n = 30 and » = 100 with a similar approach
for generating instances in about 5 seconds [32]. However, at n = 50, they report an average
solution time of 209 seconds for similar instances, which is considerably slower than Wang's
method. Their dynamic method has a complexity of O(nc), which means its running time
increases with the number of items, but also with the increase in the capacity as a result
of increases in the number of items or range of values. Thus, I decided to not try to run a
comparison with multiple samples like the results in Table A.1.

3.1.2 Adjusting weights

How can we find a vector with minimal adjustment v of the weights vector w of a KP instance
to make a target solution 2 optimal? There is some literature on finding constraints of linear
optimisation problems[10, 20], butitis focused on LPs. For this problem, the approach used
by Wang of starting with an empty set of solutions is useful but the method for creating
the constraints needs to be adapted. Instead of forcing that all feasible solutions z satisfy
f(&) > f(z), we need to make all z infeasible for which f(z) > f(&). Any vector v for which
% is sub-optimal is incorrect and the resulting optimal solution z should not be feasible.
We can add the constraint vZ > ¢ to the master to enforce this. Note that this is not a
strict inequality, which thus requires some care in the implementation. I solved the weight
adjustment problem with n variables by adapting Wang's method for a given target solution
z# € {0,1}", given payoffs p € N”, weights w € N™ and capacity ¢ € N using the master
problem

n
min{Z|wi—vi\ :vi‘gc,va’:>cV£65,v6N"}, (3.1)

1=1
which aims to find a valid vector v. The solutions are then tested using the adverse problem

max{pz : vz < ¢,z € {0,1}"}. (3.2)

If pi: > pz, then v makes Z optimal and the algorithm is done. Otherwise z is added to S,
which then creates a new constraint in the master problem which makes z infeasible. See
Figure 3.2 for a visual overview of this procedure. Just like in the previous section, if the
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Figure 3.2: Visual representation of the weight adjustment algorithm for a KP instance.

adverse problem is unable to find a solution pz > pi, then the weights v must make 2 an
optimal solution. This pattern is used in all weights adjustment sections.

Implementation The instances used in this subsection were generated in the same way
as the instances in the previous section on payoff adjustment, with one major difference.
Since the inequalities in this section are not strict, we need to adjust the implementations
accordingly. For the comparison f(z) > f(&), I implemented it using a small error term
e = 0.001 to define the strict inequality f(z) > f(Z) + e. I used the same approach for the
master problem constraints vz > c. These are implemented as vz > ¢ + e. The RAC is equal

to Yo fwi — vl / 31 wi

The implementation of this section can be found in methods/local_inverse_kp.py. The
results were generated with local_inverse_kp_results.py and can be found in Table A.2. Fig-
ure 3.3 is based on Table A.2.

Results Figure 3.3 contains the running times based on 30 samples for each combination
of parameters with problems generated with correlation. You can see that the running times
increase linearly with » and that the range of values r has little impact. If we compare the
results of Figures 3.1 and 3.3, we can see that for all instances up to n = 1000, the min and
max running times of the payoffs and weights overlap. The weights tend to vary more in
this range. For the n = 5000 and n = 10000 instances, the variation drops. Both the payoff
and weight run times become very regular and the standard deviations of both are almost
identical (see Tables A.1 and A.4). For these instances, the weight method runs about 30%
quicker than the payoffs method. The required adjustments to w were minimal, since the
mean RAC was less than or equal to 0.001 for all combinations. So, the vector w changed by
less than 0.1% to make & optimal.
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Figure 3.3: Running times of KP weight adjustment over 30 samples.

3.2 Inversing the Knapsack Packing Game

KPG is more complicated than KP due to the interactions between players. However, the in-
verse versions of this problem can be solved in similar ways to KP since players already know
the actions of their opponents. This removes the need to solve a complete KPG instance.
We only need to ensure that # is a PNE for the proposed payoff function which is defined
by the payoff vectors ¢ € N™*™ and the interaction matrix J € Z"*"*™ or the proposed
weights vectors v € N**™_ As long as none of the players are able to improve their position
by switching from a given target solution i¢ to a different solution z¢, the target solution
is a PNE. To do this, we need to adjust the algorithms from the previous section to accept
multiple players.

3.2.1 Adjusting payoffs and interactions

Adjusting the payoffs of a KPG instance is similar to the problem of Subsection 3.1.1, because
the strategies of all players are already fixed in the target solution z, &, but with an important
difference: the payoff function of KPG is more complicated. The function f? of a player i
consists of two parts: p'a’ and 3°p_, ., (z* © 2*)I}. One possible approach is to try to only
adjust the vectors p’ in order to make ' optimal, however since a part of the payoff of each
item would then be fixed based on the strategies 2~ and the lower bound of the payoffs is
1, this leads to infeasible problems. This means that we have to adjust both the payoffs and
the interactions to make the target solution Z into an optimal solution.

I solved the payoff adjustment problem with n players and m items by adapting Wang's
method for a given set of target solutions & € {0,1}"*™ = {2!,...,4"}, payoffs p € N**™ =
{p',...,p"}, interactions I € Zn>nxm = {1 ... I}, weights w € N*™*™ = {u! . . w"} and
capacities c € N* = {c!, ..., c"} using the master problem

r{]{i}l{Z(leﬁ» —gil+ > DL - i) fiE T > fUE a)

i=1 j=1 k=1,k#i j=1

vii e §'vie {1,...,n},g e N**™} (3.3)
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Figure 3.4: Visual representation of the payoff adjustment algorithm for a KPG instance.

where the payoff function f? of player i is
faha ) =da'+ Y (@ ok

k=1,k#i
The proposed payoffs and interactions are then tested with the adverse problem
max{f'(z,27%) : w'z < ¢,z € {0,1}"} (3.4)

forallplayersi € {1,...,n}, whichresultsinn new player solutions z’. Each of these solutions

are checked against the set of solutions S* and if none of solutions are not yet part of their
respective set, then the solution is a PNE. Problem A.3 has a constraint for each solution in

S' preventing alternative solutions from having a higher payoff than the given solution 2. If
there are no alternatives z which get a higher payoff than z, then the current payoffs and
interactions make & a PNE. See Figure 3.4 for a visual overview.

Implementation For the problems in this section, the payoffs p € N**™ are generated
as an integer uniform random matrix with entries in the range [1,...,r]. The weights w €
N™*™ gre generated as an integer uniform random matrix conditional on p in the range
[max(1,p — [r/5]),...,min(r,p + [r/5])]. Capacities ¢ = 0.5>  w' Vi € {1,...,n} depend on
the weights w’. KPG instances also have an interaction matrix I € Z"»*"*™, This matrix is

generated as an integer uniform random matrix with entries in the range [—[7],..., [7]] if
negative interactions are allowed and [0, ..., [ 7]] if negative interactions are not allowed.

For these experiments, I choose f = 3. The time limit for all instances was 60 seconds. The
RACis equal to (32, D70, [p5 — ¢l + kel L — 5D/ (0iny 2255 PG + 3okms L k)

The target solutions for this problem are generated using a turn-based heuristic. Initially, all
solution vectors are set to the zero-vector (z* = (0,...,)™). Players then solve their individual
problem and update z¢, with 2% = (0,...,0)™, resulting in x = {z!,..., 2"}. These individual
solutions are stored in solutions sets S' = {x'}. Then, players keep solving their individual
problems using the most current z—¢ to update their solutions z¢, adding z¢ to S if 2% ¢ S?,
until a round where no player adds a new z¢ to Si. Note that the strategies are updated in
real-time, so player 2 can already use the strategies of player 1.

The implementations of this section can be found in problems/local_inverse_kpg.py.
The results were generated with local_inverse_kpg_results.py and can be found in Tables
A.3,3.1, A4 and 3.2. Figures 3.5 and 3.7 are based on Tables A.3 and A.4.
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Figure 3.5: Running times of KPG payoff and interaction adjustment over 30 samples.

Results Figure 3.5 contains the running times for all combinations of players, ranges and
items. Itis clear that solving this problem for KPG is much more challenging than for KP. The
range of the number of items m is much lower, since the mean running time for 500 items
with 3 players is already similar to the average running time of adjusting the payoffs of a
KP with 10000 items. We can see that doubling the number of items roughly doubles the
running time, and adding an additional player doubles the running time. A doubling of the
number of items m means the number of variables increases from mn + mn? — mn = mn?
(payoffs + interactions - self-interactions) to (2m)n? = 2mn?, so a doubling in the number of
variables. Increasing the number of players by 1 leads to a doubling of the running time or
more, and in terms of variables the number of variables increases from mn? to m(n + 1)? =
m(n? +2n+ 1) = mn? + 2mn + m, which is an increase of 2mn +m. If n = 2 and m = 100, this
means the number of variables raises from 100 * 22 = 400 to 100 * 2% 4+ 2 % 100 * 2 + 100 = 900,
which is more than double the number of variables. The mean RAC was 0.001 or less for all
instances, so Idid not add those to the table. For the samples with n = 2, m = 1000, » = 1000,
one problem was infeasible and timed out after 60 seconds.

The results in Figure 3.5 are for problems without negative interactions. Table 3.1 contains
the results for some smaller instances with negative interactions. It is clear that allowing the
values of the interaction matrix I to be negative is a big burden on the algorithm adding an-
other source of variance. Some instances were infeasible due to hitting the time limit, while
others were solved in less than 2 seconds. The mean RAC of these instances is also much
higher than for the instances without negative interactions. Interestingly, the instances with
100 items were solved quicker than those with 50 items.

3.2.2 Adjusting weights

Just like in the previous subsection, adjusting the weights for a KPG instance is related to
the problem of Subsection 3.1.2. With the payoffs fixed, now we need to adjust the weights
to make the target solution # a PNE. Since weight adjustment on KP instances was quicker
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Table 3.1: KPG payoff and interaction adjustment running time statistics in seconds, number
of infeasible instances and mean RAC on instances with 2 players and negative interactions
over 30 samples.

items range | mean SD min max inf RAC
50 500 | 24.252 29.188 0.316 60.000 12 0.194
1000 | 18.366 27.256 0.334 60.000 9 0.193
100 500 7.586 17.511 0.898 60.000 3 0.180
1000 | 15.233 24.699 0.911 60.000 7 0.193
200 500 | 23.899 22451 3.775 60.000 7 0.184
1000 | 18.348 20.229 3.341 60.000 5 0.187
< Initialise S = 0 >
S
CSoIve master problem Infeasible Impossible
S

v

< Add zto S > <Solve adverse problem>
Z < False = < on True v makes
pr =7 % optimal

Figure 3.6: Visual representation of the weight adjustment algorithm for a KPG instance.

than payoff adjustment, it is reasonable to expect the same from KPG instances, since each
player is essentially solving a KP-like problem for themselves.

I solved the weights adjustment problem with n players and m items by extending the algo-
rithm from Subsection 3.1.2 for a given set of target solutions & € {0, 1}"*™ = {z!,..., 2"},
a given set of payoffs p € N**x™ = {p! ... p"}, a given set of interactions [ € Z"*"*m =
{I',..., 1"}, a given set of weights w € N"*™ = {w! ... w"} and a given set of capacities
c e N = {c!,...,c"}. Using the target solution # = {z!,... 2"}, we can redefine the payoff
function f(z*) for each player as

Fa) =+ 3 Lot

k=1,k#i

which is just a KP with a different payoff vector p* + 37, |, I} ® @*. Thus, we can apply
the method from Subsection 3.1.2 to this problem, with some slight modifications on the
variables. See Figure 3.6.

Implementation The instances used in this section were generated in the same way as
the instances in the previous section on payoff adjustment and implemented in the same
files. The time limit of the adjustment was 60 seconds for all instances. The RAC is equal to

ZZ‘L:1 Z;n:1 \w; - U;V Z?:1 2271:1 w;
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Figure 3.7: Running times of KPG weight adjustment over 30 samples.

Table 3.2: Running time statistics in seconds, number of infeasible instances and mean RAC
of the weights adjustment algorithm on instances with 2 players, negative interactions and
30 samples per combination.

items range | mean  SD min max inf RAC
50 500 | 0.186 0.034 0.154 0333 0 0.011
1000 | 0.195 0.019 0.171 0.253 0 0.012

100 500 | 0.342 0.037 0.291 0436 0 0.009
1000 | 0.345 0.033 0.301 0425 0 0.006

200 500 | 0.418 0.017 0.395 0458 0 0.000
1000 | 0.444 0.035 0400 0.530 0 0.000

Results Figure 3.7 contains an overview of the running times of the different combina-
tions. It is clear that adding an additional player increases solution time, with the increase
being a little larger than the time per player at two players. Doubling the number of items
also leads to roughly double the running time. The range r also does not seem to have any
effect on the running times. Making 2* optimal requires similar changes as for the payoffs,
the mean RAC was less than 0.001 for all combinations.

The results in Figure 3.7 do not contain any instances with negative interactions. Table 3.2
contains the results of adjusting weights of instances with negative interactions. These in-
stances are all for just 2 players and the running times and number of infeasible instances
show that adjusting weights for KPG instances with negative interactions is not significantly
harder than without these interactions. The changes required also decrease when increas-
ing the number of items. These results are much better than those of the payoffs, where
major changes were required with long running times to achieve the same effect.
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3.3 Inversing the Critical Node Game

A big difference between KPG and CNG instances is that PNE solutions are much rarer for
CNG instances. Most CNG instances only have a ®-NE. This lead me to formulate a double
question for this section: can a CNG instance with a target solution #, & be adjusted to make
%,a& a PNE and can a ®-NE solution z, & be adjusted to reduce ®? The first question is more
in line with the previous section, but the second question might also give useful insights
about the nature of ® in the ®-NE.

3.3.1 Adjusting payoffs

Adjusting the payoffs of a CNG instances is similar to the problem of Subsection 3.1.1, but
with a more complicated payoff function. The payoff function of the defender f¢(z,«) and
the attacker f*(«, z) are asymmetric, both in terms of parameters and in structure.

I solved the & payoff adjustment problem by extending Wang's method with the ®-NE ap-
proach used in the Zero Regrets implementation proposed in [17] in order to find the mini-
mal change of the payoff to get the ®-NE with the lowest possible ®.

The master problem being used is

min {3 [p¢ — gf| + |t — ¢f] = fUE.0) + @ > [z, a)E € 87, (6, 8) + @ > [0 )
99" T
vaeS" ¢ q" eN",® < Byp}, (3.5)

where the objective functions f¢ and f¢ use the adjusted payoffs ¢? and ¢* instead of p? and
p®, so the payoff functions look like

Uz, 0) = Zq;j((l —z;)(1 — ;) + nxio; + exi(1 — ;) + 0(1 — x;) )
i=1
and .
Fienr) = gt (=1 =) (1 — i) + (1= z3)a + (1 — n)wic).
i=1

® starts at 0 and is increased by 1 each time the master problem becomes infeasible. The
proposed payoffs ¢? and ¢* are tested with the adverse problems

max{f(z,&) : wlx < D,z € {0,1}"} (3.6)

and
max{f*(a, %) : w'a < A,a € {0,1}"}. (3.7)

The new solutions z and @ are checked against the sets of solutions §'and 8" If they do not
appear in them, then they are added to the sets of solutions. If they both already appear in
their respective sets, the solution is a PNE if ;5 = 0 and a ®-NE otherwise with &y 5 as .
See Figure 3.8 for a visual overview of the procedures.

Implementation For the problems in this section, the settings for the payoffs p € N2,
weights w € N2X" and parameters are similar to those used in [17]. The weights w are
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Figure 3.8: Visual representation of the payoff adjustment algorithm for a CNG instance.

generated as an integer uniform random matrix with entries in the range [1,...,25] and
the payoffs p are generated as the sum of w and an integer uniform random matrix with
entries in the range [1,...,25]. The capacities are fixed at D = 0.3« 1w? for the defender and
A = 0.03 x 1w* for the attacker. The parameters ¢ = 1.251,6 = 0.8n depend on 7. The time
limit for adjustment was n seconds. The RAC is equal to 37, |p¢ — ¢ |+ [p¢ —qf|/ Soi, pd +pg.
The changein @ is called APy = (Pyp — Ppew)/Pus

[ used two different methods to find the target solutions #, & for a given CNG instance. The
first method uses the same heuristic as in the KPG section for finding a target solution. Each
player takes turns to determine their best strategy and all unique strategies are recorded.
This process finishes once both players repeat a previously played strategy. I will call in-
stances with these type of solutions heuristic instances.

To find ®-NE solutions, I used Zero Regrets to solve the problem twice, from the perspective
of the defender using f¢(x,a) as objective and from the perspective of the attacker using
f%(a, ) as objective. This can lead to two different ®-NE solutions #¢, 4? and ¢, 4%, both of
which were used as separate problems in the results section. If 24, 4% = ¢, 4%, the results
for adjusting #¢ were duplicated to save computing time. Instances which had a PNE so-
lution were rejected, since no adjustment is needed to achieve a PNE for those instances.
After solving for 200 seconds, the Zero Regrets algorithm was stopped and its results were
checked for viability and &5 >= 1. If they were not viable or ;5 < 1, then they were also
rejected.

The implementation of this section can be found in methods/local_inverse_cng.py.
The results were generated using local_inverse_cng_phi_results.py and lo-
cal_inverse_cng_greedy_results.py. These can be found in Tables A.6 and A.8 (®-NE
results) and A.5 and A.7 (greedy results). Figures 3.10, 3.13, 3.9 and 3.12 were based on
these tables.

Results Figure 3.9 contains the mean running times, mean RAC and mean & values for
heuristic instances. The first thing we can see is the increase in mean running time. Going
from 50 to 100 items already shows the effect of more variables on the running time, with
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Figure 3.9: Mean running times, mean RAC, and total infeasible instances of payoff adjust-
ment on heuristic CNG instances with 20 samples per combination.

a tenfold increase. The average running time of the n = 100,y = 0.75,7 = 0.1 instances was
mostly influenced by the time limit, since it was unable to finish and find a PNE within the
given time in 50% of the instances. Interestingly, in all other cases a PNE was found, with
RAC values similar to those for the ®-NE instances.

Figure 3.10 contains mean running times, mean RAC and mean relative changesin ®. Asyou
can see, the running times of the algorithm adjusting the payoffs are very low. However, the
algorithm generating the ®-NE solutions is very time consuming. For an instance with 50
items, obtaining a ®-NE solution can take minutes while the inverse method takes fractions
of seconds. Thus, the size of the experiments was mostly limited by generating the target
solutions and not the method itself. We can see that the running times roughly double going
from n = 20 to n = 40, which is a smaller increase than for the heuristic instances. We can
also see that for the largest problems, the ®; 5 was decreased on average by around 85%
and for the smallest problems the reduction was around 70%. Out of all instances, only in
one case it was possible to turn a ®-NE solution into a PNE, which shows how difficult this
is.

3.3.2 Adjusting weights

Adjusting the weights of CNG instances is similar to the problem in Subsection 3.1.2, but
with an important difference. CNG instances are difficult to transform to a PNE, especially
when starting with ®-NE solutions. Also, the ® approach from the previous subsection where
constraints can be relaxed by increasing &5 does not work with the methods for adjusting
the weights which I have used so far. These methods all reduce the size of a set, but this
depends on the assumption from PNE that all possible vectors v?, v* which lead to solutions
x,a with a higher payoff than the given solutions #, & can be rejected. If we have to also
consider ®-NEa, then this does not hold. Instead, only solutions for which f(z,a) > f(£,4)+
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Figure 3.10: Mean running times, mean RAC and mean phi change of payoff adjustment on
Phi-NE CNG instances with 10 samples per combination.

® is true can be rejected as impossible. However, we do not know & beforehand, so we need
to find it together with the adjusted vectors v, v®. To achieve this, we can start with the most
restrictive &5 = 0and increase &y 5 by 1 if we determine the problem to be infeasible. Once
the problem becomes feasible, we have found an upper bound integer ® and we can adjust
v?, 0%, It is possible to further refine ® since the payoff results of CNG players can be real
valued. However, since the authors of the CNG also used integer @ values [17], I decided to
do the same here.

The master problem being solved is
- d
. _ _ jod _ _ 5a
Igun{g lwd — v+ [wd — v vz > DV € S ,v%a>AVaeS,
v, v*
=1

vii? < D% < Aol e Vv e V') (3.8)
which aims to find two valid vectors v¢, v which are then tested using the adverse problems
mfux{fd(x, ad) s vl < D,z € {0,1}"} (3.9)

and ’
mgx{fa(a,a?a) c0%a < Ao € {0,1}"}. (3.10)
The payoffs of the new solutions z and a are checked against the payoffs of the given solu-

tions. If f4(z,a) > f%(&,4) + @, 7 can be rejected as impossible. By being added to 3§’ the
constraint vz > D is added to Problem 3.8 and z becomes infeasible. The same applies to
a. If the master problem is infeasible, ® is increased by 1 and the procedure is repeated.
See Figure 3.11 for a visual representation of the method.

Implementation The instances used in this section were generated in the same way as
the instances in the previous section on payoff adjustment and implemented in the same
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Figure 3.11: Visual representation of the weights adjustment algorithm for a KP instance.

files. The time limit for adjustment was n seconds. The RAC is equal to 37" | |wé — vd| + |wf —
Uf‘/z::l wf = IU? The Change in @ is called Adyp = (CI)UB — q)new)/q)UB

Results Figure 3.12 contains the mean running times, mean RAC and mean & values for
heuristic instances. The first thing we can see is the increase in mean running time. Going
from 100 to 200 items already shows the effect of more variables on the running time, with
a more than tenfold increase. A second observation is that adjusting a ®-NE is much more
demanding than adjusting a greedy solution. Both the running times and the mean RAC for
n = 50 are much higher in Figure 3.13 than in Figure 3.12.

Figure 3.13 contains mean running times, mean RAC, mean relative changes in ® and the
number of PNEa for ®-NE instances. As you can see, the running time of adjusting weights
is very low. However, the algorithm generating the ®-NE solutions is very time consuming.
When looking at these results, remember that for each instance, two solutions were gen-
erated, one maximising f¢ and one maximising f. Thus, the 10 samples per combination
resulted in 20 pairs of given solutions i, & for which the weights were adjusted.

What is interesting to note is that adjusting weights is clearly slower than adjusting payoffs
(Figure 3.10). Both methods are running on the same CNG instances and at n = 50, you
can see that the running time of adjusting weights is about ten times the running time
of adjusting payoffs. Note also that the running times of adjusting weights do not strictly
increase for all parameter combinations, there seems to be a lot of variance in the running
depending on the exact characteristics of the problem. Another big difference between
adjusting weights and payoffs is that the weights method is able to turn the solutions into
PNEa in many cases, while for payoffs this is really an exception.
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Figure 3.12: Mean running times, mean RAC and total infeasible instances of weight adjust-
ment on heuristic CNG instances with 20 samples per combination.
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Figure 3.13: Mean running times, mean RAC and mean Phi change of weights adjustment
on Phi-NE CNG instances with 10 samples per combination.
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3.4 Chapter conclusion

In this chapter, I looked at adjustment inverse optimisation on the KP, KPG and CNG. The
results of this section provide initial answers to my research questions. The results from
Section 3.1 show that adjustment inverse optimisation of both the objective function and
constraints can be applied to a classic IP with thousands of variables, which means that the
answer to SQ1 is at least partially yes. In the next Chapter, we will see if this also holds true
for reconstruction inverse optimisation.

The results from Sections 3.2 and 3.3 show that adjustment inverse optimisation with the
goal of turning a given target feasible solution # into a PNE solution is possible for both the
KPG and the CNG, but that especially for the CNG, there is no guarantee that it is possible to
achieve a PNE. In this Chapter, I adapted both Wang's and Cronert's methods and these are
both suitable for adjustment inverse optimisation on IPGs, thus providing a partial answer
to SQ2.

The results from the previous sections also show that adjustment inverse optimisation can
be done on both the constraints and the payoffs of both KPG and CNG instances. For KPG
instances, adjusting the weights and adjusting the payoffs for instances with n = 4 and
m = 1000 can be done in less than 30 seconds if all the interactions are positive. If the values
of I can also be negative, then the running times quickly increase. Instances with n = 2 and
m = 100 often hit the time limit of 60 seconds and the minimum running times were still
three times higher than of comparable instances without negative interactions.

For CNG instances, I used two different sources for target solutions, heuristic and ®-NE. For
the ®-NE solution, only adjusting the weights makes it possible to turn some of the target
solutions into PNEa. The increases in running time were a bit higher for the weights adjust-
ment compared to the payoffs adjustment. Unfortunately, due to the time requirements
of computing the ®-NE, I was unable to test instances with more than n = 50. This was
possible for the heuristic instances and here we can see that adjusting weights and payoffs
both can often find PNEa. The weights adjustment dealt better with adding more nodes,
but at n = 200 sometimes the algorithm ran into a time limit. In terms of the required ad-
justments, the payoffs adjustment is similar for ®-NE and heuristic instances, but for the
weights adjustment it is clear that the ®-NE instances require much more changes.

Thus, to partially answer SQ3, adjustment inverse optimisation can be applied to non-trivial
instances of IPGs like KPG and CNG. The size of the instances, in terms of the number of
items and/or players, which can be solved within a given time depends on the type of ad-
justment being performed, the problem and the other parameters of the problem instance.

The methods in this chapter can adjust non-trivial KPG and CNG instances with given solu-
tions to PNE and ®-NE solutions. The size of the instances which can be solved in a given
time depends on the problem. For the KPG, adjustment of instances with n = 4,m = 1000
can be done less than 30 seconds on average if the interactions are positive. These instances
are larger than the KPG instances in [18]. For the CNG, payoff adjustment of instances with
n = 100 and weight adjustment of instances with n = 200 can be solved in similar times.
These instances are comparable the synthetic instances in [17]. Thus, the partial answer to
SQ4 is that these methods work on the instance sizes mentioned in the literature.

In the next Chapter, I will move to reconstruction inverse optimisation, where the goal is
to determine the payoffs or weights of a certain problem based on repeated plays of that
problem where the other attributes of the problem vary.
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Chapter 4

Reconstruction multi-observation
inverse optimisation

In the previous chapter, I focused on adjusting payoffs and constraints based on a single
observation. However, what if we do not have a starting point and instead get a set of ob-
servations of a problem? In this scenario, we can try to reconstruct the payoff or constraints
with the goal of making all the observed solutions as close to optimal as possible. Cronert’s
method is suitable to learn the payoffs for IPGs and can deal with ®-NE and PNE solutions,
but it needs to be adjusted to learn constraints and to deal with ®-NE when learning con-
straints. In this section, I will investigate the application of Cronert's method to KP, KPG and
CGN.

In this chapter, problem instances will always be a set of observations of size o. All obser-
vations in a set share either their payoffs or their weights and the aim is to reconstruct one
of these two. The other attributes of the instances in a set of observations will vary but are
considered known and available for solving the problem. I will be used the same value, RAC,
to evaluate the results in this chapter. However, in this chapter the RAC measures how close
the results of a specific experiment were to the true value and not how much change was
required to make an instance optimal.

4.1 Inversing the Knapsack Problem

While KP is not really an IPG, we can treat it as an IPG with only one player. Thus, we can
apply Cronert's method to it. Instead of PNE solutions, we can use optimal solutions and the
goal is to find the payoffs p or the weights @ which makes all observations optimal.

4.1.1 Reconstructing payoffs

How can we find the payoffs p which makes a set of observations of KP instances optimal?
This can be done by applying Cronert's method as an extension of the approach in Subsec-
tion 3.1.1. Given a set of observations O of related KP problems with n items where for each
observation o € O the optimal solution #° € {0,1}", varying weights w° € N™ and varying
capacity ¢’ € N are known and the magnitude of the payoffs P = > j is also known, the goal
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Figure 4.1: Visual representation of payoff reconstruction algorithm for a KP instance.

is to find unknown payoffs p € N™ by solving the master problem

min{ " 6°:60°> 2% —i% Vi°eS Yo O, > p=PpeN'} (4.1)
p
0O

where the proposed payoffs p are tested by solving

max{pz : w’zr < ¢’} (4.2)

for each observation o € O resulting in k solutions z°. All solutions are checked against the
set of solutions S° of their observation and added if they are new. If none of the solutions
are new, then the current payoffs p is optimal. This pattern is similar to the previous chapter,
but now all observations have to be checked. For a visual overview, see Figure 4.1.

Implementation For the problems in this section, the payoffs p € N™ are generated as an
integer uniform vector with entries in the range [1,...,100] and are constant for all obser-
vations. The magnitude P = "7 | p; is considered known. For each observation o weights
w? are generated as an integer uniform vector dependent on p with entries in the range
[max(1,p—[r/5]),...,min(r, p+ |r/5])]. The capacity ¢° depends on the weights w°. The time
limit for reconstruction was set at | O |/2 seconds. The RAC is equal to >_7" [’ — p’|/P

The solutions i are generated by solving the KP instance max, {pz : w°z < cp,x € {0,1}"}.
These choices were inspired by [32].

The implementation of this section can be found in methods/inverse_kp.py. The re-
sults were generated with inverse_kp_results.py and inverse_kp_results_rc.py. These can
be found in Tables B.1 and B.2. Figure 4.2 is based on Tables B.1 and B.2.

Results Figure 4.2 contains the results of reconstructing the payoffs on problems with 20,
40 and 60 items and. For each value of n, 8n observations were generated and the table
shows the effect of increasing the number of observations. We can see two clear trends
in the table: more observations increases the average running time and more observation
decreases the mean RAC. Even the highest RAC values are below 0.2, meaning the absolute
error at 1n observations is already less than 20%. Increasing the number of observations
leads to a measurable improvement of the result, but the highest improvements can be
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Figure 4.2: KP payoff mean reconstruction running times (in seconds) and mean RAC over 5
samples.

seen when going from in to n observations, halving the RAC for n = 60. Going to 2n ob-
servations also decreases the RAC again but the absolute change goes down quickly. For
these experiments, 5 batches of max{|O|} were generated for each value of n and the first
|O| observations were used for each set of results.

The dashed lines in Figure 4.2 contains the results of reconstructing payoffs if the capacities
vary. This means that instead of ¢° = 0.5 > w®, each observation has a random capacity frac-
tion h° which is generated as a uniform random value in the range [0.2,0.8], SO ¢® = h° Y w°.
This variation leads to more varied solutions, since some solutions can only include the most
valuable items while others can also included the more generic items. If we compare the
results for fixed and random capacities, we can see a clear decrease in the running time, but
not necessarily lower errors, for random capacities. The errors for n = 20 are higher until 8n
observations, but for the n = 40 problems we can see a clear improvement across the board
and this trend continues for n = 60.

4.1.2 Reconstructing weights

How can we find weights w which makes a set of observations of KP instances optimal? We
can extend the approach from Subsection 3.1.2 by extending the algorithm to optimising
multiple observations.

Given a set of observations O of a KP problem with n items where for each observations
o € O an optimal solution z° € {0,1}", varying payoffs p° € N", the magnitude W = Y w
and capacities ¢ € NIl are known, the goal is to find the unknown weights @& € N" by
solving the master problem

min{1: Z°w > ¢* VI° € S’Voe 0, Zwl =W,w € N"} (4.3)
=1
where the proposed weights w are tested by solving
max{p°x : wr < ¢’} (4.4)

for each observation o € O resulting in |O| solutions z°. All solutions are checked against the
set of solutions S° of their observation and added if they are new. If none of the solutions
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Figure 4.3: Visual representation of payoff reconstruction algorithm for a KP instance.

are new, then the current weights w are optimal. This pattern is similar to that of last chapter,
but now all observations have to be checked. For a visual overview, see Figure 4.3.

Implementation The instances used in this section were generated in a similar way as
the instances in the previous section, with an important difference. Now the weights w €
N™ are fixed and generated as an integer uniform random vector with entries in the range
[1,...,100]. The magnitude W = Y"1, is considered known. For each observation o, new
payoffs p° are generated as an integer uniform vector dependent on w with entries in the
range [max(1l,@w — [r/5]),...,min(r,w + |r/5])]. The capacities ¢° are related to w. The time
limit for reconstruction was set at | O | /2 seconds. The RAC is equal to "' | |w; — w;|/W

The implementation of this section can be found in methods/inverse_kp.py. The re-
sults were generated with inverse_kp_results.py and inverse_kp_results_rc.py. These can
be found in Tables B.3 and B.4. Figure 4.4 is based on Tables B.3 and B.4.

Results Table B.3 contains the results for KP problems with 20, 40 and 60 items. If we
compare the results for reconstructing the weights to those of Figure 4.2, we can see some
differences. The range of values for |O| is smaller than for payoffs, but the range of results
is larger. For n = 20, the reconstruction is almost perfect and the running times are going
down when more observations are added. The same happens for n = 40, perfect recon-
struction with decreasing running times. Once we reach n = 60 however, the perfection has
run out. Now, the first result is almost worse than a vector with only 0. If we increase the
number of observations, the error goes down rapidly, but even with the highest number
of observations, the error is still larger than the highest payoff error or the starting error
of n = 40. Based on these findings, it is unclear what amount of observations would be
required to bring the mean RAC for n = 60 close to the perfection of the lower two item
counts.

The dashed lines in Figure 4.4 represent the results for KP problems where each observation
has a random capacity fraction h° which is generated as a uniform random value in the range
[0.2,0.8], so ¢® = h° > w. If we compare these results to their solid counterparts, there are
no major differences for n = 20, but for n = 40, we can see the running times going down
much quicker and the error reaching 0 earlier. When the number of items is increased to
n = 60, we can see that the tipping point for the running time is crossed at 4n, with a large
drop in running time and perfect reconstruction. This suggests that for the results with fixed
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Figure 4.4: KP weight reconstruction running times (in seconds) and RAC over 5 samples.

capacities, there should be an observation count for n = 60 where the error is also 0.
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4.2 Inversing the Knapsack Packing Game

Inversing the KPG extends the methods from the previous section. The KPG setting intro-
duces two complicating factors: the solutions are now PNEa or ®-NEa, instead of the optimal
solutions of the previous section, and since each KPG has multiple players, these all have
to solve their problem individually which increases the complexity and solving time of the
problem. The goal of the next two subsections is to find the payoffs p or weights % which
ensure that the observations 2° are PNEa or ®-NEa.

4.2.1 Reconstructing payoffs

How can we find the payoffs p of a group of related KPG problems using a set of observations
O with PNEa or ®-NEa solutions z°. We can use Cronert's method for this, which can deal
with both PNEa and ®-NEa solutions, and expand the implementation in Subsection 4.1.1 to
allow for multiple players.

Given a set of observations O of a KPG problem with n players and m items where for each
observation o € O a solution 2° € {0,1}"™, interactions I° € N"*"xm weights w° € N*x™
and capacities ¢ € NI91*" gre known, the goal is to find the unknown payoffs p € N**™ by
solving the master problem

min{» Y 09107 > fi(79,5°,) — f1(i9,3°,) VEL € Sivie{l,....,n}Yo€ O,
p
o€ i=1
p € N™¥™}  (4.5)

where the payoff function f¢ of player i looks like

n
fiaha )y =pa'+ > (@ o),
k=1,k#i

and the proposed payoffs p are tested by solving

max{ f*(z,29) : wiz < ¢,z € {0,1}"},

for all observations o € O and all players i € {1,...,n} resulting in n|O| new solutions z¢.
Each solution z¢ is checked against the approximate solution set S; and added if it is a
new solution. If none of the solutions were added to their approximate solution set, the
algorithm finishes with the current p. Otherwise, the master problem is solved again and
the process is repeated. If all instances have PNE solutions, it should be possible to reduce
the sum of all 62 to 0 in the master problem. However, if some of the observations have ®-NE
solutions, these can add a lower bound of ® to the corresponding value of 6. In that case,
minimising > 69 to that lower bound still allows us to reconstruct p.

Implementation For the problems in this section, the payoffs 5 € N"*™ are the same
for all observations and generated as an integer uniform random matrix with entries in
the range [1,...,100]. For each observation o, new weights w° € N"*"™ are generated as
an integer uniform random matrix conditional on p with entries in the range [max(1,p —
20),...,min(100,p + 20)]. The capacities ¢? depend on wg and are either fixed at 50%, so
¢ = 0.5 wg or the fractions h € [0,1]I°/*™ are randomly generated as an uniform random
matrix with entries in the range [0.2,...,0.8], resulting in ¢ = h¢> w?. The interactions
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I € Nnxmxm are generated as a random uniform matrix with entries in the range [0, ..., 33].
The time limit for reconstruction was n x |0|/2 seconds. The RAC is equal to 37, 3", |5} —

Pil/ i 25 B

For the experiments, 8m valid observations are generated and solved using Zero Regrets.
The experiments with lower |O| values use the first |O| of the list of observations. The gen-
eration method limits the Zero Regrets solution time to m seconds per instance, and if no
stable solution is found then a new problem is generated. In the first set of results, only
problems with PNE solutions were accepted. The second table contains the results when
®-NE solutions are also allowed. These two sets of results were generated using different
seeds and thus are independent.

The implementations of this section can be found in problems/inverse_kpg.py. The re-
sults in Tables B.5 and B.6 were generated with inverse_kpg_results.py. The results in Table
B.7 were generated with inverse_kpg_results_rc.py. Figures 4.5, 4.6 and 4.7 are based on
Tables B.5, B.6 and B.7.

Results Figure 4.5 contains the results for KPG problems with 10, 20 and 25 items and 2
or 3 players where the solutions of all problems are PNEa. The solutions for the problems
in Figure 4.6 are either ®-NEa or PNEa. The relative absolute change RAC. When comparing
the two tables, there does not seem to be a big difference between using only PNE solu-
tions or also allowing ®-NE solutions. A general trend in both cases is that the additional
observations due to increasing the number of items is well used. There almost seems to be
a relation between the absolute number of observations and the mean RAC. For instance,
the mean RAC for m = 10, |O| = 2m is very similar to the mean RAC for m = 20,|O| = m in
both tables. The same holds when doubling |O| and when tripling. The problems with more
items get closer to p with the same absolute number of observations.

The mean running time increases as |O|, which is to be expected. Increasing the number of
observations |O| leads to a linear increase in running time. Adding a third player leads to
bigger differences as the number of observations increases, from a 50% increase to almost
100% when going from m to 8m observations.

Figure 4.7 shows what happens if the capacities of problems are random instead of fixed and
®-NE solutions are also allowed. The mean running times are slightly lower, but the differ-
ence in mean RAC is quite considerable, around 0.04 at the highest observations and even
higher before that. This makes sense, since the varying capacity gives more information
about the items with the highest payoffs.

The time required for solving the underlying KPG problems was a big limiting factor in the
size of these experiments, that is the main reason that all instances are quite small.

4.2.2 Reconstructing weights

How can we find the weights @ of a group of related KPG problems using a set of observa-
tions O with PNEa solutions 2:°? We can use the adaptation of Cronert’s method of Subsec-
tion 4.1.2 and expand it to allow for multiple players.

Given a set of observations O of a KPG problem with n players and m items where for each
observation o € O a solution #° € {0,1}"*™, payoffs p° € N"*™, interactions I° € Nxnxm,
magnitudes W' = Py wiVi e {1,...,n} and capacities ¢ NI®Ixm are known, the goal is to
find unknown weights @w € N**™ py solving the master problem
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Figure 4.5: Mean running times and mean RAC of payoff reconstruction on KPG problems
with PNE solutions, fixed capacities and 5 repeats per combination.
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Figure 4.6: Mean running times and mean RAC of payoff reconstruction on KPG problems
with approximate-NE and PNE solutions, fixed capacities and 5 repeats per combination.
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Figure 4.7: Mean running times and mean RAC of payoff reconstruction on KPG problems
with approximate-NE and PNE solutions, random capacities and 5 repeats per combination.

min{l : w'z¢ > ¢ V22 e S;Vie{l,....n}Voe O, w'z?<c? Vie{l,...,n}Voe O,
dowi=W' Vie{l,...,n}, weN™"} (4.6)
j=1

where the proposed weights w are tested by solving
max{f{(z,7) : w'z < ¢f,x € {0,1}"},

for all observations o € O and all players i € {1,...,n} resulting in n|O| new solutions z¢.
These new solutions are compared against the known solutions ¢ using

fP@2,225) > (27, 22;).

If this is true, then z¢ is added to S; and made infeasible when solving the master problem
in the next iteration, since all solutions are PNEa. If none of the solutions were added to
their S, the algorithm finishes with the current w. Otherwise, the master problem is solved
again and the process is repeated.

Implementation For the problems in this section, the weights @ € N"*™ are the same
for all observations and generated as an integer uniform random matrix with entries in
the range [1,...,100]. The capacities ¢’ are either fixed at 0.5 times the total weight (c? =
0.53 w,Vi € {1,...,n}) and the same for all observations or the fractions 4 < [0,1]I°/*™ are
randomly generated as an uniform random matrix with entries in the range [0.2,...,0.8],
resulting in ¢ = h¢ Y w'. For each observation o, new payoffs p° € N"*™ are generated as
an integer uniform random matrix conditional on w with entries in the range [max(1,w —
20),...,min(100,@w + 20)]. The interactions I € N®*"*™ gre generated the same as in the
previous section. The time limit for reconstructing was n = |O|/2 seconds. The RAC is equal

to 30 DGy g — wil/ 320 YT b

For the experiments, 6m valid observations are generated and solved using Zero Regrets.
The experiments with lower |O| values use the first |O| of the list of observations. The gen-
eration method limits the Zero Regrets solution time to m seconds per instance, and if no
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Figure 4.8: Mean running times and mean RAC of weight reconstruction on KPG problems
with PNE solutions, fixed capacities and 5 repeats per combination.

stable solution is found then a new problem is generated. Only problems with PNE solutions
were accepted, since ®-NE solutions do not have the characteristics such that solutions with
a higher payoff than the known solution can be rejected, which is the basis for this method.

The implementations of this section can be found in problems/inverse_kpg.py. The re-
sults in Table B.8 were generated with inverse_kpg_results.py and the results in Table B.9
with inverse_kpg_results_rc.py. Figures 4.8 and 4.9 are based on Tables B.8 and B.9.

Results Figure 4.8 shows the mean running times and mean RAC for different player
counts, item counts and with fixed capacities. Looking at the running times first, the effect
of more items, more players and more observations is in line with expectations. Doubling
the items doubles the running time, doubling the observations doubles the running time
and adding a third player increases the running time by between 70 and 80 percent.

Looking at the mean RAC, we can see that it decreases, with the higher item counts starting
higher but ending lower when more observations can be used. For n = 2, we can see this
happening at 8m items for fixed capacities and 4n items for random capacities. For n = 3,
more observations would be necessary to see the same crossover and in case of the random
capacities, it is the question where the crossover will be. Adding a third player has a clear
effect on the RAC, with higher starting values at m observations and less improvements
when more items are added.

If we compare the weight results against the payoff results, the first thing to note is the
differences in running times. Reconstructing the weights is about twice as fast as recon-
structing the payoffs. However, the errors of reconstructing the payoffs are considerably
lower than those of weights instances with similar parameters.

Figure 4.9 shows what happens if the capacities are random instead of fixed. The running
times stay roughly the same as in Figure 4.8, but the errors decrease considerably. The effect
is much stronger here compared to the difference between the fixed and random capacities
for the payoffs.
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Figure 4.9: Mean running times and mean RAC of weight reconstruction on KPG problems
with PNE solutions, random capacities and 5 repeats per combination.

Just like in the previous section was the time required to generate the observations and so-
lutions a major limitation in scaling these experiments. The weights reconstruction process
requires much more observations than the payoffs reconstruction process, especially with
m=3.

4.3 Inversing the Critical Node Game

Just like in the previous chapter, I will try to apply the techniques of the previous two section
to the CNG. At a first glance, the CNG seems comparable to the KPG. Two players each
have a set of nodes with a corresponding weight and payoff. Each player also has a limited
capacity to select the nodes they want to defend and the payoff function is based on the
choices of the two players. This is where the similarities stop, since the payoff functions of
the two players are very different from the payoff functions used in the KPG. The functions
are not symmetric in their construction and each combination of action and inaction of the
two players has a different outcome. For instance, the defensive player gets a reward if they
do not defend a node that is not being attacked. See Table 4.1 for the payoffs of the different
interactions.

Table 4.1: Rewards table for defender (left) and attacker (right) for all four possible combi-
nations of strategies associated with each node i, where § < n < . Same as Table 2.1.

‘ a; =0 ‘ a; =1
p;fi —p 5p;:l e
€p; 0 | mpf (1—mn)pf

A second challenge of the CNG when compared to KPG instances is the lack of PNE solutions.
While KPG instances without negative interactions usually have a PNE, or otherwise a ®-NE
with ®-values of 1 or 2, CNG instances rarely have a PNE solution and in most cases, their
®-NE solutions have values of ® much higher than of KPG instances. This means that for a
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given solution z, &, there are many possible alternative solutions for both the attacker and
the defender which give a better result than the given solution é.

In this section, I will attempt to reconstructing the payoffs, weights and payoff parameters
of CNG instances. The last task is the most similar to the original task in [13] and a new
addition over the tasks in the last chapter.

4.3.1 Reconstructing payoffs

To reconstruct the payoffs p?, p?, I tried approaching it like the KPG in Section 4.2. 1im-
plemented Cronert’s method with the custom payoff functions f¢ and f¢. I also added the
magnitude constraint P4 = > p?, P = > 5%, like in the weights subsection of Section 4.2.
Given a set of observations O of a CNG problem with n items where for each observation
o € O two solutions 29,45 € {0,1}" and 22,42 € {0,1}", weights w3, w2 € N", capacities
3,2 € N, magnitudes P? = " p¢, P¢ = 3~ p* and parameters 6,7, ¢,v € [0, 1] are known, the
goal is to find the unknown payoffs p¢, 5 € N by solving the master problem

min {05+ 05 : 05 > f(3°,69) — f1(@%,45) Vi° € SyVo€ O,
p?,pa SeO
00 > fi(a°,29) — f(a2,29) Va° e S, Voe O,

a’ a

dopf=pPty pt=p" p’pteN'} (47)
=1 i=1

where the proposed payoff vectors p?, p¢ are tested by solving
max{ f4(x,&3) : wix < ¢, x € {0,1}"}

and

max{f%(a,22) : wla < 2, € {0,1}"}

for all observations o € O. The two resulting strategies are checked against the sets g

and " and added if they are not in them yet. If both the strategies are not new, then the
algorithm is finished.

Implementation To test the method, I generated samples with fixed payoff vectors p?, p*
and correlated vectors w?, w?. These weights vectors varied from observation to observa-
tion. The payoffs p are generated as an integer uniform random vectors with entries in the
range [1,...,25]. The weights w° are generated as integer uniform random vectors condi-
tional on p with entries in therange [p+1,...,p + 25]. The parameters were always constant
on all observations, with the same relations between n,6 and e: 6 = 0.8n and € = 1.25n. The
RACis equal to 320, 5 — pf| + |p{ — I/ X202, Y + B¢

For each sample, I generated 10n observations, where n is the number of items. The obser-
vations were all solved using Zero Regrets from the perspective of both the defender and
the attacker, resulting in two solution pairs ¢, ¢ and £, 4%, both ®-NE (or very rarely PNE)
solutions. These might be identical, but this is not always the case.

The implementations of this section can be found in problems/inverse_cng.py and
inverse_cng_test.py.
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Results When I tried to generate the initial tests for this section, starting with n = 10,7 =
0.75,7 = 0.1, ¢¢ = 0.3>_ w?,¢* = 0.1>_ w? L ran into a big issue: the reconstructed payoffs p?
were never even close to p¢ and usually almost uniform with one high outlier to satisfy the
magnitude constraint. On the other hand, the reconstructed payoffs p* were quite accurate
(RAC of 0.06 at 10n observations), but decreasing the number of observations down to 5n
already showed a big decrease in accuracy (RAC of 0.38). I tried varying the capacities by
increasing ¢ or ¢%, varying n up and down and changing 5. Nothing changed the result that
p® was quite accurate but p¢ was worse than using P?/n as payoff for each item. Increasing
the number of observations to 25n did also not change much but at 50n the quality of p¢
improved somewhat. However, at 100n this effect had disappeared again.

I have two ideas what could be causing this. First, it might be related to the fact that for
the defender, the payoff of defending a node (z; = 1) is either ep¢ = 1.25np¢ or npd, while
the payoff of not defending a node (z; = 0) is either p¢ or 6p¢ = 0.8np¢. These two sets
of outcomes are very similar. In the KPG, the payoff is either 0 or p} + >~ I? for an item, a
much clearer image. In constrast, the payoffs of attacking a node («; = 1) are either p? or
(1 — n)p¢ while the payoffs of not attacking a node («; = 0) are either —yp¢ or 0. Thus, the
difference between the two choices of the defender exists, but both are factors of p¢ while
for the attacker there is a small penalty for not attacking undefended nodes, but there is a
clear reward for attacking. This difference in effect might explain the lack of results for the

defender.

A second factor which might make CNG harder than KPG is the fact that (almost) all solutions
are ®-NE. This means that it is always possible to find better solutions in the adverse step,
since there is always an alternative solution i or @ which is better than # or a. These different
solutions have to be balanced against each other by the solver, since the difference between
them and the target solution has to be minimised.

4.3.2 Reconstructing weights

To reconstruct the weights w?, w?, I tried approaching it like the KPG in Section 4.2. Tim-
plemented Cronert's method in the same way as Subsection 4.2.2, with the magnitude con-
straint W = Y~ w4, W = > w® Given a set of observations O of a CNG problem with n
items where for each observation o € O two NE solutions 25, a9 € {0,1}" (defender perspec-
tive) and 22,42 € {0,1}" (attacker perspective) with their ®° € Z,> 0, payoffs p9,p2 € N,
capacities ¢, c2 € N, weights magnitudes W? = >°"  @¢, W = > "  @¢ and parameters
§,m,¢,7v € [0,1] are known, the goal is to find the unknown weights @, #w* € N by solving
the master problem
;gnpr}l{l cwlT® > ¢§ VI° e SyVoe O, w'a’ > Va®eS,Voe O,

dso

wiiy < ¢, wii® < 5, w'ad < 8, w

< YoeO,
n n
dowl =Wy wi =W, whw® €N}, (4.8)
i=1 i=1
which makes sure that both solution pairs remain feasible. The proposed weights vectors
w?, w* are tested by solving
max{ f(z,a9) : wlz < ¢, x € {0,1}"}

and
max{ fo(a, %) : wa < 2, a € {0,1}"}
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for all observations o € O. In Subsection 4.2.2, it was possible to reject solutions with a
higher payoff than the given solution since this is not possible in a PNE. However, here we
are dealing with ®-NE, meaning that each player is capable to achieve a ® improvement by
changing strategy. Thus, when we compare the payoff fJ(z°, &) are compared against the
known payoff f9(z9,&5), we can only reject ° if f(x°,&9) > f9(29,a5) + ®5. Only then, z°
is added to S;,. The same happens for the attacker strategies a°. This limitation makes all
impossible improvements infeasible in the updated master problem. If no new strategies

were added to §¢ or S“, then the algorithm finishes. Otherwise, the master problem is
solved with the newly added constraints.

Implementation To test the method, I generated samples where the weights @?, @ are
fixed and the payoffs p3, p are correlated and varied between observations. The weights @
are generated as integer uniform random vectors with entries in the range [1,...,25]. The
payoffs p° are generated as integer uniform random vectors conditional on @ with entries
in the range [ + 1,...,% + 25]. The parameters were always constant on all observations,
with the same relations between 7,6 and ¢. § = 0.8y and ¢ = 1.25n. The RAC is equal to
Yy [0 —wi| 4 [of —w|/ 3T wf +

For each sample, I generated 10n observations, where n is the number of items. These
observations were solved using Zero Regrets from the perspective of both the defender
and the attacker, resulting in two solution pairs 2, 4¢ and &2, 4%, both ®-NE (or very rarely
PNE) solutions. These might be identical, but this is not always the case.

The implementations of this section can be found in problems/inverse_cng.py and
inverse_cng_test.py.

Results Reconstructing the weights of a problem with only ®-NE using the method from
Section 4.2 was a challenge. Cronert's method relies on the fact that strategies with a higher
payoff than the given solutions z, @ should be very unlikely and aims to minimise the differ-
ence between the target solution and the best alternative. When applying Wang's method in
Section 3.3, a second optimisation layer was necessary to optimise for ® to make the prob-
lem feasible. For reconstructing w?, w®, there is not one value of ®, but there are possibly
two values of ® per observation, meaning that to correct for the fact that solutions are al-
lowed to be @ better than the given solutions, we would either need to consider all values
of ® known or optimise over many different ®° values to approximate the original values.
Thus, [ decided to assume that the values ®° are given to see if this gave any initial results.

I started my tests with the same settings as the previous subsection: n = 10,7 = 0.75,y =
0.1, = 0.3> w9, c* = 0.1>w?. While I anticipated having to use the magnitude of the
weights W< and W* and the Phi-values of all solutions, the results were very poor. I tried
random capacity fractions for the different observations as well as increasing the capacity
of the defender, but the results remained poor. Increasing the number of observations to
20n made the results a little better, but still, a vector with W</n would have a lower error
than the results I was getting.

4.3.3 Reconstructing parameters

Since the CNG has payoff parameters, just like the location selection game of [13],  wanted
to see if I could use Cronert's method for the task it was originally designed for: estimating
parameters of payoff functions. Given a set of observations O of a CNG problem with n
items where for each observation o € O two solutions 29,49 € {0,1}" and 22,42 € {0,1}",
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payoffs pg,pS € N*, weights w9, w? € N* and capacities ¢j,c% € N are known, the goal is to
find the parameters 4,1, ¢,4 € [0, 1] by solving the master problem

min {Z 05+ 02 : 05 > £3(z°,49) — f9(29,89) Vz° € SyVo € O,

0,1,€,Y

9°>f°( °.8%) — fo(a2,82) Va® eS8 Noe O, d<n<e 6&nevel0,1]}, (4.9)

a7 a

where the parameters ¢, 7, ¢,y are part of the payoff functions f$ and f¢ (Equations 2.3 and
2.4). The effects of the parameters on the different possible interactions between the de-
fender and the attacker can also be seen in Table 4.1. The parameters are tested by solving

max{ fJ(z,a9) : wir < 5, € {0,1}"}
xT

and
max{f"(a,fc") rwla < 2, a€{0,1}"}

for all observations o € O, where the parameters are again part of the function fd and
fo. The resulting solutions z°,a° are checked against the sets of known solutions S3,S".
New solutions are added to thelr respective sets. If no new solutions are found for any
observation, the algorithm finishes. Otherwise, the master problem is solved again with
the newly added constraints.

Implementation To test the method, I generated samples where the weights w9, wg vary
and the payoffs pg, p¢ are correlated to the weights. The weights w® are generated as integer
uniform random vectors with entries in the range [1, . . ., 25]. The payoffs p° are generated as
integer uniform random vectors conditional on w° with entries in the range [w°+1,...,w° +
25]. The parameters were constant, with fixed relations between 7,6 and e § = 0.8y and
e = 1.257. I tested with n = 0.75.

For each sample, I generated 10n observations, where n is the number of items. The obser-
vations were all solved using Zero Regrets from the perspective of both the defender and
the attacker, resulting in two solution pairs #¢, 4¢ and 2%, 42, both ®-NE (or very rarely PNE)
solutions. These might be identical, but this is not aIways the case.

The implementations of this section can be found in problems/inverse_cng.py and
inverse_cng_test.py.

Results When testing this method, I started with n = 10 items and ran into the same
problems mentioned in the last subsection. Different parameters for the payoffs can have
a big impact on the optimal strategies for the players, resulting in strategies which are big
improvements over the original strategies. In order to minimise the differences between
the results of different strategies, the optimiser finds extreme values, like § = 0.01,n =
0.01,e = 0.99 and v = 0.01, which achieve this goal. The resulting parameters depend on the
capacities used. When capacities are fixed, for instance ¢§ = 0.3 )" w3, ¢ = 0.03 Y w?, then §
and n are close to 0, but when the capacity of the attacker increases to 0.1 w?, suddenly &
and n are close to 0.5. The true values are: § = 0.8%0.75 = 0.6, = 0.75,¢ = 0.9375 and v = 0.1.
Randomised capacities with factions of >~ w3 and " w? also gives similar results.

4.4 Chapter conclusion

In this chapter, I investigates reconstruction based inverse optimisation on sets of observa-
tions for KP, KPG and CNG problems. For these problems, I looked at reconstructing payoffs,

Inverse Optimisation of Integer Programming Games 47


https://github.com/plofknaapje/IPG-thesis/blob/main/src/methods/inverse_cng.py
https://github.com/plofknaapje/IPG-thesis/blob/main/src/inverse_cng_test.py

CHAPTER 4. RECONSTRUCTION MULTI-OBSERVATION INVERSE OPTIMISATION

weights and, in the case of CNG, problem parameters. If we start with the KP, the recon-
struction worked, but at a significant cost in performance. Reconstruction is much more
resource intensive than adjustment and this is immediately clear from the number of items
used in Section 4.1. Thus, the answer to SQ1 is that reconstruction inverse optimisation
is more limited than adjustment inverse optimisation. The complexity of this problem is
considerably higher than of its adjustment counterpart.

Looking at the KPG and CNG, Cronert's method worked well on the KPG instances, but less
so on the CNG. The structure of the CNG problem make the approach of Cronert's hard to
execute. Thus, to answer SQ2, Cronert’s method works well on the KPG instances, but not
on CNG. For the payoffs, the defender payoffs are problematic. Reconstructing the weights
suffers from more general problems, where almost the entire budget is dumped on a single
low-value item, thus providing almost no useful information.

If we look at the sizes of the problems in this chapter, it is clear that the reconstruction
problem takes its toll in computation time and complexity. A secondary problem for the
generation of the results in this chapter was the fact that the Zero Regrets method is also
quite complex and takes time on the larger instances. The problems in this chapter are
much smaller than the instances in the adjustment chapter, so to answer SQ3, the number
of parameters which can be handled depends on the type inverse optimisation but recon-
struction has a lower limit than adjustment.

SQ4 asks if the methods are effective on practical instances. While I think this is the case
in the previous chapter, for this chapter I have less comparison material on instances sizes.
The instances in this section were much smaller than those in the previous chapter, but the
reconstruction problem is also different. Cronert's method was developed for estimating
parameters which are essential for the complex payoff function, with one parameter per
player plus one global parameter [13]. They reported results for two players with 30 loca-
tions (similar to items) and running times in the order of hours. I was not able to dedicate
the computer resources to perform experiments with individual runs which take that long,
but compared to that, solving problems with 3 players and 25 items in seconds is quite okay.
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Chapter 5

Conclusions and discussion

In this chapter, I will summarise the conclusions of the previous two chapters and provide
a summary of my contributions to the literature. In addition, I will discuss the limitations of
my research and highlight possible future steps for investigating these limitations.

5.1 Conclusions

In the first chapter, I formulated a main research question with four subquestions. In the
previous two chapters, I already provided partial answers to the subquestions. I will collect
the answers to the subquestions first and then provide the final answer to the main research
question.

SQ1: Can inverse optimisation be applied to integer programs with a high number of
parameters?

To determine if inverse optimisation worked on integer programs, I started with a simple IP,
the knapsack problem. The main reason for choosing this specific problem is the fact that
it has a related IPG, the knapsack packing game. I applied adjustment inverse optimisation
to the KP, both on the weights and the payoffs and was able to solve instances with 10000
items. These instances are 2-3 orders of magnitude larger than the instances reported in
[32]. Iwas not able to find literature dealing specifically with adjusting the constraints of KPs,
only for general LPs. Thus, I do not have direct comparison material for this. 10000 items is
large enough to model a range of real world problems, so adjustment inverse optimisation
can be applied to knapsack problems with a high number of items.

If we look at reconstruction inverse optimisation applied to the KP, this is a new applica-
tion of existing techniques when reconstructing payoffs and an adaptation of existing tech-
niques when reconstructing weights. The drop in number of items is significant, with the
largest instances having just 60 items. While this means we are learning 60 parameters,
the difference with the adjustment setting is considerable. For the payoffs, the trend of the
running time suggests that solving larger problems will come at a significant cost, but all
mean running times were less than 60 seconds, so there is some room for larger problems.
When considering reconstructing weights, the instances were similar but the running time
trends were not. When reconstructing the weights, there was a turning point after which the
running times started to decrease. Where this happened depended on the number of items
and observations. There might a certain upper bound of information after which weight
reconstruction becomes significantly easier. However, time limitations prevented me from
investigating this. Reconstruction inverse optimisation is more limited than adjustment and
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can be applied to knapsack problems with significantly less parameters.

S$Q2: Which inverse optimisation methods can be applied to integer programming
games?

In the literature review in Chapter 2, I highlight two inverse optimisation method. Wang's
method was developed for adjustmentinverse optimisation of IPs [36] and Cronert's method
was developed for reconstruction inverse optimisation of IPGs [13]. In Chapter 3, I adjusted
Wang's method to perform adjustment inverse optimisation on IPs and IPGs, both of pay-
offs and weights. This worked well for KPG when applied to both payoffs and weights. CNG
was the most challenging problem for adjustment, with large changes required to achieve
the goal of finding PNE solutions or improving ®-NE.

In Chapter 4, I adjusted Cronert's method to perform reconstruction inverse optimisation
on IPs and IPGs. I had to decrease the size of problems considerably since generating the
observations and solutions for this chapter took a long time. For KP, the method worked
for both weights and payoffs. For KPG, the method also worked for both, but considerably
better for the payoffs. Here, there was also a big impact of having instances with varying ca-
pacities to encourage different strategies. The CNG was hard to inverse. I tried to inverse the
payoffs, weight and parameters but I was not able to gain any useful results using Cronert's
method. The best results was that the payoffs of the attacker were partially reconstructed,
but then the payoffs of the defender were still useless.

SQ3: How can inverse optimisation be applied to specific integer programming games
with a high number of parameters?

Adjustment inverse optimisation using Wang's method can be applied to both KPG and CNG,
suggesting that it also should work for other IPGs. It can deal with IPGs where there is no
clear link between the reward and choosing a certain item and it can also generate PNEa
there, although these are most likely not very stable. Adjustment inverse optimisation of
payoffs or weights can be applied to KPG instances with 4 or more players and 1000 items
or more and still be solved in minutes. Adjustment of CNG instances was possible up to 100
nodes for payoffs and 200 nodes for weights when trying to turn heuristic solutions into
PNE solutions. ®-NE solutions were more time consuming to generate and also to solve in
the case of weights. For payoffs, the difference is not immediately clear.

Reconstruction inverse optimisation using Cronert’s method is demanding to test since it
requires many observations for each result and these all need to be solved to a PNE or
®-NE result. This limited the problem sizes which I was able to test. For the KPG, I was
able to reconstruct the weights of problems with three players and 25 items in less than
10 seconds and the payoffs in less than 60 seconds. For the CNG, my attempts at adapting
Cronert's method were not successful. I was not able to reconstruct the payoffs, weights or
parameters of the CNG in a way that the results were useful for both players. The only thing
I managed to accomplish was a partial reconstruction of the payoffs of the attacker.

SQ4: Are these methods effective on practical instances of the specific integer pro-
gramming games?

The adjustment method work on IPGs of considerable sizes and the running times of these
method and especially for the KPG, both the payoff and weights adjustment could be scaled
to instances with four player and 1000 items. The CNG results were a little more limited, but
still managed 100 items for the payoffs and 200 items for the weights. All these results take
seconds or minutes to complete.

The reconstruction method works on the KPG, but is much more limited than the adjust-
ment method. I was not able to test larger instances than 25 items due to the time required
to generate the underlying observations. However, the increases in the running time of
the weights reconstruction do not suggest that the method would scale poorly to larger in-
stances. For the CNG, reconstruction was not possible on any instances. This is unfortunate,
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but also provides questions for new research.

RQ: How can inverse optimisation be applied to integer programming games with a
high number of parameters?

Inverse optimisation can be applied to both the KPG and CNG to make a given solution
optimal by adjusting their weights or payoffs. This is possible for instances of considerable
size and the results leave room for investigation of larger instances.

Inverse optimisation can also be applied to learn the payoffs or weights of players in a KPG
with repeated observations. Here, the accuracy increases with the number of available ob-
servations. The results so far leave room for investigation of larger instances, since most
individual results took seconds or minutes.

5.2 Scientific contributions

In this thesis, I investigated adjustment and reconstruction inverse optimisation meth-
ods for integer programs and integer programming games. I applied Wang’'s adjustment
method to KP instances much larger than those reported in the literature and adjusted it to
allow for the adjustment of weights. I adapted Wang's method to make it compatible with
IPGs, specifically KPG and CNG, and added the adjustment of weights for those too. Adjust-
ment inverse optimisation of IPGs and especially adjustment of constraints of IPGs is a new
area for inverse optimisation research.

I applied Cronert's reconstruction method to KP instances and adjusted the method to al-
low for constrain reconstruction. This is a new application for IPs. I also adapted Cronert's
method to two new IPG problems, the KPG and CNG. For the KPG, I was able to scale the
method to many observations and parameters, both in the payoffs and constraints. The use
of this method for constraint inverse optimisation is new. For the CNG, I tried to reconstruct
the payoffs, weights and parameters. Unfortunately, the nature of this problem was not
suited for the method used by Cronert's method and the results were almost all useless.

5.3 Discussion

The first obvious limitation of my research is that SQ1 mentions integer programs in general,
but I only investigated one specific type. This is a limitation, but IPs were not the focus of
my research. I used the KP to try out all the methods and see what worked. While there
is no reason to assume these results might not extend to other types of problems, [36] is
formulated generally, and worked for all three problems, even the CNG which has some
negative values and interactions.

The second limitation is very similar. I only investigated two types of IPGs, the KPG and the
CNG, and especially for reconstruction the results were not comparable between the two.
This is an indication that more research is needed since in [13], the method is described as
a general Inverse IPG method. To also work for problems like the CNG, the adverse step
probably needs to be made more sophisticated. Currently, the ®-NE nature of the CNG
solutions was too complex to solve.

A third limitation of my results ares the sizes of the problems due to their running times.
The adjustment results are all taken over 30 samples to get an idea of the variance in those
results and combine that with the combinations of parameters means that the individual
problems can not be very time consuming. The reconstruction results required large sets
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of observations, which all had to be solved by Zero Regrets or like an IP. The large number
of problems to be solved forced me to keep the individual problems to running times in the
order of seconds or minutes. Thus, a big open question for the future is what the scaling
of these problems is like. The tests of the reconstruction method required a lot of prepara-
tion work to generate all the observations, limiting the size of the problem. One thing I was
able to observe is that increasing the number of items requires more than a linear increase
in the number of observations to achieve similar accuracy results. How does this work for
instances with 50 or 100 items? The running time is also affected by the number of obser-
vations, so what running times can we expect for larger instances if we want results with
close to perfect reconstruction results? There were also cases where the relation between
number of observations and running time broke down. When reconstructing the weights
of the KP, the running time starts to decrease after a time, so the payoff reconstruction and
weight reconstruction problems might have different characteristics. All of this needs fur-
ther research with larger experiments to get a better idea of the scaling characteristics of
these problems.

A final limitation of my research are the (lack of) results when applying reconstruction in-
verse optimisation to the CNG. [ tried to apply Cronert’s method to them, expecting similar
results to those of the adjustment inverse optimisation, but was unable to do so. While I
have ideas as to why Cronert's method did not work, analysing the exact nature of CNG and
its characteristics to find out what was going wrong was beyond the scope of my research.
A more thorough analysis of this should reveal the reasons why the method did not work
and also give suggestions for possible changes or improvements to make Cronert’'s method
more robust to problems like CNG with (only) ®-NE solutions and zero-sum elements.
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Appendix A

Adjustment single-observation
inverse optimisation

A.1 Knapsack Packing

Table A.1: Running times in seconds of the inverse payoffs algorithm on instances with 30
samples per combination.

range r = 500 r = 1000 r = 5000
items | mean SD min max mean SD min max | mean SD min max

100 | 0.158 0.036 0.123 0.234 | 0.163 0.040 0.123 0.294 | 0.192 0.105 0.124 0.683
500 | 0.876 0.340 0.603 1.824 | 0.699 0.164 0.599 1.483 | 0.863 0.407 0.592 2.122
1000 | 1.279 0.076 1.187 1.463 | 1.400 0.700 1.193 5.140 | 1.214 0.029 1.182 1.292
5000 | 6.054 0.148 5.875 6.327 | 5900 0.480 4.665 6.220 | 4900 0.188 4.529 5.269
10000 | 9.736 0.301 9.273 10.510 | 9.645 0.141 9.394 9.851 | 9.663 0.144 9.393 9.995

Table A.2: Running times in seconds of the inverse weights algorithm on instances with 30
samples per combination.

range r = 500 r = 1000 r = 5000

items | mean SD min max | mean SD min max mean SD min max

100 | 0.247 0.238 0.085 1.241 | 0.281 0.333 0.087 1.478 | 0.307 0.356 0.087 1.560
500 | 0.935 0.755 0457 4.267 | 1.764 2.614 0.422 13.008 | 0.803 0.611 0.421 2.998
1000 | 1.053 0.394 0.838 2.845 | 1.097 0426 0.850 3.061 | 0.932 0.177 0.837 1.661
5000 | 4.271 0.095 4.156 4.508 | 4173 0.337 3.295 4.431 | 3455 0.117 3.191 3.663
10000 | 6.908 0.380 6.546 8.479 | 6.824 0.118 6.649 7.199 | 6.825 0.085 6.657 6.962
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A.2 Knapsack Packing Game

Table A.3: Running time statistics in seconds of the payoff adjustment algorithm on in-
stances with no negative interactions and 30 samples per combination.

range 7 = 500 r = 1000
players items | mean SD min max mean SD min max

100 0.608 0.050 0.574 0.871 0.591 0.019 0.564 0.664
2 500 2716 0.052 2.657 2.851 2742 0.054 2.663  2.858
1000 5.609 0.096 5417 5843 | 5520 0.098 5.288 5.645
100 1.130 0.034 1.094 1.268 | 1.123 0.023 1.089 1.173
3 500 5414 0.118 5.248 5.670| 5377 0.117 5255 5.757
1000 | 11.226 0.449 10.600 12.400 | 11.109 0.401 10.707 12.273
100 1.897 0.034 1826 1976 | 1.910 0.051 1.826  2.009
4 500 9.109 0.169 8.857 9.545| 9.081 0.190 8.835 9.798
1000 | 18.317 0.643 17.503 20.200 | 19.345 7.568 17.054 60.000

Table A.4: Running time statistics in seconds of the weights adjustment algorithm on KPG

instances with no negative interactions and 30 samples per combination.

range 7 = 500 r = 1000
players items | mean SD min max | mean SD min max
100 | 0.316 0.033 0.284 0.463 | 0.301 0.011 0.283 0.321
2 500 | 1.271 0.029 1.230 1.339 | 1.265 0.021 1.232 1.329
1000 | 2.464 0.038 2.402 2.587 | 2.481 0.094 2361 2.837
100 | 0.500 0.029 0462 0.592 | 0.494 0.026 0.456 0.556
3 500 | 1.918 0.055 1.827 2.076 | 1.900 0.041 1.845 1.988
1000 | 3.975 0.190 3.720 4.362 | 3.885 0.173 3.695 4.417
100 | 0.689 0.030 0.649 0.750 | 0.702 0.055 0.612 0.855
4 500 | 2.726 0.095 2.586 2.990 | 2.728 0.110 2.530 3.120
1000 | 5470 0.276 5.180 6.548 | 5440 0.270 5.084 6.392
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A.3 Critical Node Game

Table A.5: Mean running times, mean RAC, number of PNE solutions and infeasible instances
of payoff adjustment on heuristic instances with 20 samples per combination.

v=0 v=0.1
. mean  mean : mean  mean .
items | runtime  RAC PNEa inf runtime  RAC PNEa inf
50 0.60 0.266 0.022 20 0 0.288 0.023 20 0
0.75 0.377 0.048 20 0 0.721 0.053 20 0
70 0.60 0.864 0.023 20 0 0.770 0.025 20 0
0.75 1.480 0.046 20 0 2717 0.054 20 0
100 0.60 2.471 0.021 20 0 12.551 0.025 20 0
0.75 33.006 0.046 18 2 70.515 0.053 10 10

Table A.6: Mean running times, mean RAC, mean A®yp and number of PNE solutions of
payoff adjustment on ®-NE instances with 10 samples per combination.

vy=0 v=0.1
. mean mean mean mean mean mean
items T runtime  RAC Adyp PNEa runtime RAC Adyp PNEa
20 0.60 0.060 0.015 0.667 0 0.060 0.013 0.697 4
0.75 0.060 0.017 0.550 0 0.060 0.016 0.555 0
30 0.60 0.085 0.023 0.825 0 0.086 0.019 0.781 0
0.75 0.088 0.031 0.816 0 0.089 0.027 0.796 0
40 0.60 0.118 0.023 0.844 0 0.113 0.023 0.851 0
0.75 0.117 0.026 0.843 0 0.117 0.028 0.850 0
50 0.60 0.162 0.023 0.872 0 0.151 0.023 0.878 0
0.75 0.167 0.048 0.873 0 0.155 0.043 0.866 0
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Table A.7: Mean running times, mean RAC, number of PNE solutions and infeasible instances
of weight adjustment on heuristic instances with 20 samples per combination.

v=0 v=0.1
. mean mean . mean mean .
Items | runtime RAC PNEa inf runtime RAC PNEa inf
50 0.60 0.230 0.005 20 0 0.383 0.016 20 0
0.75 0.223 0.005 20 0 0.395 0.018 20 0
100 0.60 0.503 0.008 20 0 0.720 0.015 20 0
0.75 0.397 0.007 20 0 0.922 0.022 20 0
150 0.60 2.223 0.006 20 0 2716 0.011 20 0
0.75 2.834 0.011 20 0 5.202 0.017 20 0
200 0.60 37.982 0.003 18 2 9.522 0.003 20 0
0.75 11.797 0.003 20 0 25.753 0.004 19 1

Table A.8: Mean running times, mean RAC, mean A®y 5 and number of PNE solutions of
weights adjustment on ®-NE instances with 10 samples per combination.

v=0 v=0.1
. mean mean mean . mean mean mean
items U runtime RAC Adyp PNEa inf runtime RAC Adyp PNEa
20 0.60 0.062 0.127 1.000 20 0 0.058 0.077 1.000 20
0.75 0.124 0.063 0.517 8 0 0.143 0.082 0.360 4
30 0.60 0.503 0.146 0.879 16 0 0.104 0.157 1.000 20
0.75 0.488 0.122 0.460 2 0 0.362 0.130 0.535 2
40 0.60 0.207 0.217 0.929 18 0 0.578 0.193 0.950 18
0.75 0.867 0.138 0.688 6 0 0.475 0.211  0.771 6
50 0.60 1.196 0.141 1.000 20 0 1.085 0.125 0.844 16
0.75 2.164 0.136 0.512 4 4 2332 0.162 0.655 8
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Reconstruction multi-observation
inverse optimisation

B.1 Knapsack Packing

Table B.1: Mean running times and mean RAC of payoffs reconstruction on KP problems
with ¢® = 0.5 w® and 5 repeats per combination.

items n =20 n =40 n = 60
obs mean mean mean mean mean mean
runtime RAC runtime RAC runtime RAC

%n 0.390 0.169 3.145 0.116 15.092 0.123

n 0.640 0.111 4176 0.071 19.775 0.063
2n 1.020 0.089 6.083 0.050 25.021 0.035
4n 1.663 0.040 9.205 0.030 34.442 0.023
6n 2.170 0.032 11.518 0.019 43.893 0.020
n 2.815 0.028 14.732 0.016 51.694 0.014

Table B.2: Mean running times and mean RAC of payoffs reconstruction on KP problems
with random capacities ¢ and 5 repeats per combination.

items n =20 n =40 n = 60
obs mef‘an mean megn mean me_an mean
runtime  RAC runtime RAC runtime RAC

%n 0.330 0.271 2.532 0.105 9.023 0.067

n 0.601 0.178 3.503 0.069 10.529 0.040
2n 0.775 0.094 4.088 0.040 12.045 0.022
4n 1.421 0.056 6.218 0.022 17.373 0.011
6n 1.950 0.043 8.252 0.010 22.339 0.005
8n 2.298 0.025 9.728 0.009 28.094 0.004
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Table B.3: Mean running times and mean RAC of weights reconstruction on KP problems
with ¢ = 0.5 % > w and 5 repeats per combination.

items n =20 n =40 n = 60
b mean mean mean mean mean mean
0bs runtime RAC runtime RAC runtime RAC
n 3.944 0.020 20.180 0.902 30.355 1.172
2n 1.043 0.005 39.547 0.379 61.126 0.840
3n 0.396 0.000 31.412 0.106 93.323 0.449
4n 0.294 0.000 13.764 0.000 87.772 0.101

Table B.4: Mean running times and mean RAC of weights reconstruction on KP problems

with random capacities ¢° and 5 repeats per combination.

items n =20 n =40 n = 60
b mean mean mean mean mean mean
0bs runtime  RAC runtime  RAC runtime RAC
n 3.502 0.024 20.249 0.728 30.523 1.143
2n 1.034 0.007 33.304 0.097 62.011 0.685
3n 0.260 0.001 3.330 0.000 95.602 0.028
4an 0.261 0.000 1.281 0.000 41.879 0.000

B.2 Knapsack Packing Game

Table B.5: Mean running times and mean RAC of payoff reconstruction on KPG problems

with only PNE solutions, ¢f = 0.5 w? and 5 repeats per combination.

items m = 10 m = 20 m = 25

| b mean mean mean mean mean mean
players 0bs runtime  RAC runtime RAC runtime RAC
m 0.309 0.689 1.348 0.529 2.004 0.440

2m 0.605 0.517 2.106 0.351 3.100 0.304

2 4m 1.178 0.322 2.857 0.224 4517 0177
6m 1.545 0.270 4.663 0.186 5.808 0.134

8m 2.203 0.173 5464 0.122 7.636 0.096

m 0.450 0.856 1.666 0.724 2.503 0.737

2m 1.034 0.705 3.372 0.583 5.367 0.553

3 4m 1.716 0.516 6.525 0.357 8.736 0.351
6m 2.938 0.377 7.817 0.287 10.834 0.273

8m 4166 0.258 10.761 0.207 14140 0.217
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Table B.6: Mean running times and mean RAC of payoff reconstruction on KPG problems
with ®-NE and PNE solutions, ¢ = 0.5>_ w? and 5 repeats per combination.

items m = 10 m = 20 m = 25

mean mean mean mean mean mean

players  obs runtime RAC runtime RAC runtime RAC
m 0.310 0.796 1.298 0.532 2.013 0.497

2m 0.610 0.531 2.160 0.364 2.955 0.332

2 4m 1.020 0.360 3.190 0.236 4.383 0.203
6m 1.651 0.276 4484 0.159 5.559 0.144

m 2.088 0.213 5.546 0.129 7.249 0.117

m 0.431 0.805 2.007 0.719 2.537 0.682

2m 0.907 0.634 3.504 0.503 5.471 0.501

3 4m 1.979 0.503 5.789 0.347 7.861 0.355
6m 2.597 0.353 8.840 0.240 11.605 0.271

8m 3.863 0.314 9.699 0.191 14,930 0.192

Table B.7: Mean running times and mean RAC of payoff reconstruction on KPG problems

with ®-NE and PNE solutions, random capacities and 5 repeats per combination.

items m = 10 m = 20 m = 25

players obs megn mean megn mean megn mean
runtime RAC runtime RAC runtime RAC

m 0.309 0.686 1.284 0.486 5164 0.412

2m 0.553 0.558 2.021 0.351 7.689 0.273

2 4m 0.935 0.373 3.049 0.204 11.919 0.183
6m 1416 0.239 4,082 0.142 15.956 0.124

Im 1.848 0.167 5.452 0.106 21.117 0.094

m 0.419 0.817 1.844 0.631 7.798 0.572

2m 0.893 0.627 3.501 0.470 12.358 0.382

3 4m 2.141 0.469 6.089 0.319 22.916 0.241
6m 3.132 0.352 7.653 0.217 25.780 0.185

8m 3.616 0.271 9.370 0.157 40.494 0.153

Table B.8: Mean running times and mean RAC of weight reconstruction on KPG problems

with PNE solutions, fixed capacities and 5 repeats per combination.

items m = 10 m = 20 m = 25
| b mean mean mean mean mean mean
players —0bs runtime  RAC runtime RAC runtime RAC

m 0.142 1.350 0.324 1.446 0.415 1.566

2m 0.288 1.114 0.634 1.297 0.826 1.451

2 4m 0.555 0.689 1.258 0.854 1.642 0.930
6m 0.831 0.535 1.899 0.591 2.471 0.780

8m 1.115 0.447 2.532 0.279 3.315 0.598

m 0.246 1.390 0.579 1.565 0.763 1.695

2m 0.491 1.266 1.165 1.401 1.561 1.618

3 4m 0.984 0.999 2307 1.212 3.071 1.367
6m 1.468 0.969 3483 1.124 4,609 1.320

8m 1.950 0.927 4617 0.964 6.108 1.126
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Table B.9: Mean running times and mean RAC of weight reconstruction on KPG problems
with PNE solutions, random capacities and 5 repeats per combination.

m = 10 m = 20 m = 25
players obs megn mean megn mean mgan mean
runtime RAC runtime RAC runtime RAC
m 0.140 1.227 0.315 1.275 0.412 1.278
2m 0.282 0.727 0.631 0.895 0.821 0.975
2 4m 0.571 0.300 1.250 0.419 1.650 0.670
6m 0.841 0.230 1.882 0.255 2.460 0.373
Im 1.116 0.107 2.510 0.157 3.290 0.172
m 0.245 1.209 0.622 1.457 0.829 1.566
2m 0.490 0.735 1.186 1.143 1.700 1.316
3 4m 0.985 0.392 2.313 0.970 3.283 1.209
6m 1475 0.233 3.453 0.802 4,763 1.055
8m 1.964 0.145 4.617 0.757 6.433 0.999
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